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To the Members of the General Assembly:

House Resolution 824 of 2006 directs the Legislative Budget and Finance
Committee to undertake a review of (1) the need to improve the safety and security
of the Commonwealth’s rail infrastructure and (2) the Commonwealth’s statutory
and regulatory authority as it relates to the oversight of freight and passenger rail
transportation in the Commonwealth.

Due to the specialized nature of this study, the Committee contracted with
the RAND Corporation, which has conducted several related studies in this area,
for assistance in developing the report.

The RAND report is contained herein. As with all LB&FC reports, the re-
lease of this report should not be construed as an indication that the Committee or
its individual Committee members necessarily concur with its findings and recom-
mendations.

Sincerely,

Philip R. Durgin
Executive Director
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Preface

On October 24, 2006, the Pennsylvania House of Representatives adopted House Resolu-
tion 824, which calls for a “review of the existing Federal and State statutory and regulatory
authority as it relates to the oversight of freight and passenger rail transportation systems” in
Pennsylvania. The Legislative Budget and Finance Committee (LBFC) was charged with the
responsibility of carrying out the review and subsequently contracted with the RAND Corpo-
ration to perform it.

This report reviews Pennsylvania’s statutory and regulatory authority over rail and iden-
tifies possible actions that Pennsylvania might take to improve rail safety and security. These
actions are based on a description of the physical rail system in Pennsylvania and its operating
characteristics; a qualitative analysis of risk components to determine the issues of primary
importance with respect to both safety and security; a review of recent studies and actions
regarding rail security; and an overview of actions taken by other states.

The results should be useful for informing current and future decisionmaking by LBFC
members regarding Pennsylvania’s rail safety and security. The study should also be of interest
to freight and passenger rail carriers, employees, rail customers and passengers, and concerned
citizens.

The research and analysis presented in this report are based on and expand prior RAND
work regarding security in transportation systems, reported in the following publications:

» The State of U.S. Railroads: A Review of Capacity and Performance Data, by Brian A.
Weatherford, Henry H. Willis, and David S. Ortiz, TR-603-UPSF, 2008.

o Securing America’s Passenger-Rail Systems, by Jeremy M. Wilson, Brian A. Jackson, Mel
Eisman, Paul Steinberg, and K. Jack Riley, MG-705-NIJ, 2007.

* Maritime Ierrorism: Risk and Liability, by Michael D. Greenberg, Peter Chalk, Henry H.
Willis, Ivan Khilko, and David S. Ortiz, MG-520-CTRMP, 2006.

The RAND Transportation, Space, and Technology Program

This research was conducted under the auspices of the Transportation, Space, and Technology
(TST) Program within RAND Infrastructure, Safety, and Environment (ISE). The mission
of RAND Infrastructure, Safety, and Environment is to improve the development, operation,
use, and protection of society’s essential physical assets and natural resources and to enhance
the related social assets of safety and security of individuals in transit and in their workplaces
and communities. The TST research portfolio encompasses policy areas including transporta-
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tion systems, space exploration, information and telecommunication technologies, nano- and
biotechnologies, and other aspects of science and technology policy.

Questions or comments about this report should be sent to the project leader, David
Ortiz (David_Ortiz@rand.org). Information about the Transportation, Space, and Technol-
ogy Program is available online (http://www.rand.org/ise/tech). Inquiries about TST research
should be sent to the following address:

Martin Wachs, Director

Transportation, Space, and Technology Program, ISE
RAND Corporation

1776 Main Street

P.O. Box 2138

Santa Monica, CA 90407-2138

310-393-0411, x7720

Martin_Wachs@rand.org
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Summary

On October 24, 2006, the Pennsylvania House of Representatives adopted House Resolution
(H.R.) 824, which calls for a “review of the existing Federal and State statutory and regulatory
authority as it relates to the oversight of freight and passenger rail transportation systems” in
Pennsylvania. The resolution reflects the significant role that railroad transportation plays in
Pennsylvania; the concern for the safety and security of railroad employees, passengers, and the
general public; and the potential economic effects of a significant disruption to rail services in
the state. Such disruptions could result from an accident, such as the October 2006 derailment
of ethanol-filled tank cars and the resulting fires in New Brighton, Pennsylvania, or a deliber-
ate attack, such as the March 2004 commuter-train bombings in Madrid, in which nearly 200
people died.

The Pennsylvania Legislative Budget and Finance Committee (LBFC) asked RAND to
respond to the study request in H.R. 824. This report presents the results of that study. It first
describes the physical extent of the rail system in Pennsylvania and characterizes the flows of
freight and passengers on it. This places the subsequent analysis in context and enables us to
quantify the consequences of some types of railroad incidents. Legal authority at the state level
is then reviewed to identify actions Pennsylvania could take within that authority to improve
rail safety and security. Key risk factors for both safety and security of freight and passenger
railroad systems are analyzed to identify actions that could be taken to improve the security
of rail facilities, terminals, tunnels, bridges, and other rail infrastructure. However, we were
unable to precisely identify the specific use of security measures in place at each rail facility in
the state or to assess the immediate need to improve them, because of private-sector security
concerns. Finally, we analyze examples of federal, state, and private-sector safety and security
practices for passenger and freight railroads, reviewing the training of railroad employees in
safety, security, and terrorism response; the status of critical safety technology such as positive
train control (PTC) systems; and the systems that protect cargo distributed by rail. Together,
these analyses provide an initial assessment of actions Pennsylvania might take to improve rail
safety and security.

Rail Transportation Services in Pennsylvania

Pennsylvania is home to several key railroad corridors, over which four Class I rail carriers
operate.! Norfolk Southern and CSX Transportation operate major corridors running roughly

' The Surface Transportation Board (STB) defines a Class I railroad in the United States as one “having annual carrier

operating revenues of $250 million [in 1991 dollars] or more” after adjusting for inflation using a Railroad Freight Price

xiii
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east-west through the state and along Lake Erie, and Canadian Pacific Railway and the Grand
Trunk Corporation (a subsidiary of the Canadian National Railway) also operate in Pennsylva-
nia. Regional and short-line carriers provide essential connectivity among customers and Class
I main lines. These carriers include the Buffalo & Pittsburgh railroad, which operates along
500 miles of track, and the Reading Blue Mountain and Northern Railroad, which operates
over more than 300 miles of track. The Northeast Corridor, running along the Delaware River
in southeastern Pennsylvania, is Amtrak’s busiest intercity passenger rail corridor and a key rail
freight corridor too.? Amtrak also operates electrified service from Philadelphia to Harrisburg,
and greater Philadelphia is served by the Southeastern Pennsylvania Transportation Authority
(SEPTA), which operates light rail, rail rapid transit, and commuter rail systems.

Railroads in Pennsylvania also carry a significant amount of freight. In 20006, they car-
ried 209 million tons of it. Rail freight originating in Pennsylvania and carried by rail consists
largely of coal and primary metals. Three major rail freight corridors pass through Pennsyl-
vania, providing essential regional and national connectivity. Major intermodal terminals are
located at critical junctions and industrial areas, supporting both the regional and the national
economy.

Of key concern with respect to safety in rail freight is the transport of hazardous materi-
als. The hazardous materials most frequently shipped by rail are flammable liquids, gases, and
corrosive materials. Shipments of toxic inhalation hazard (TTH) materials such as chlorine and
anhydrous ammonia are of particular concern. An accident in 2005 in Graniteville, South
Carolina, released chlorine gas, resulting in eight deaths, 500 injuries, and direct damage to
equipment and track valued at more than $7.8 million. Data regarding the exact quantity
of hazardous materials transported through any specific area are not available to the general
public. However, using commodity characteristics and modal shares from the most recent
Commodity Flow Survey (CES) of the Bureau of Transportation Statistics, we estimate that
approximately 11 million tons—more than 200,000 carloads—of hazardous materials travel
within or through Pennsylvania annually.?

Passenger rail traffic in Pennsylvania is concentrated in the southeastern part of the
state. Amtrak’s Northeast Corridor is the busiest passenger line in the United States, carrying
more than 10 million passengers per year. In 2007, 3.7 million Amtrak passengers boarded or
alighted from an Amtrak train at 30th Street Station in Philadelphia, the third busiest passen-
ger rail station in the nation. The Keystone Corridor connects Philadelphia to Harrisburg and
carries approximately 1 million passengers annually. (Amtrak service outside this area carries
significantly fewer passengers.) SEPTA rail lines provide approximately 150 million passenger
trips annually throughout greater Philadelphia, and the Port Authority Transportation Corpo-

Index developed by the Bureau of Labor Statistics (BLS). According to the Association of American Railroads (AAR), that
threshold was $346.8 million in 2006. The STB also uses two other classifications, Class II and Class IIT; the industry has
a different classification system, classifying non—Class I rail carriers as regional or short-line, with short-line further divided
into local and switching and terminal. The American Short Line and Regional Railroad Association (ASLRRA) defines
these on its website.

2 Amtrak is formally known as the National Rail Passenger Corporation.

3 AAR (2008) reported that in 2006, Class I railroads in Pennsylvania carried 4.5 million carloads weighing 209 million
tons, for an average of approximately 47 tons per carload. This is less than the national average of 61 tons per carload (AAR,
2007, p. 37) and the 90-ton legislated maximum capacity of a chlorine tank car (The Chlorine Institute, 2007, p. 7).
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ration links Center City Philadelphia to New Jersey, carrying approximately 40,000 passengers
per day.

Passage of H.R. 824 was motivated by the likely consequences of a disruption of rail
freight or passenger service in Pennsylvania to the state and its communities and to the nation.
Any such disruption will adversely impact local users of those services, but the effect will be
more significant in areas more heavily served by rail—coal-producing areas for rail freight, and
greater Philadelphia for passenger transport. Broader effects of disruptions are harder to quan-
tify. The rail freight system in Pennsylvania is very dense, providing the ability to reroute trains
in the event of a disruption. Rerouting passenger traffic in the event of a disruption along the
Northeast Corridor and from Philadelphia to Harrisburg would, however, be difficult because
there are no parallel electrified routes and equipment changes would be necessary. Addition-
ally, alternate routes carry high volumes of rail freight, and there is limited capacity available
to accommodate passenger traffic (Weatherford, Willis, and Ortiz, 2008). Any disruption of
passenger rail service in the area would substantially increase travel times, as passengers would
have to be shifted to alternative modes. A more complete analysis of the effects of a disrup-
tion of passenger rail systems, including rail rapid transit, commuter, and intercity services, in
Pennsylvania would have to consider the availability, capacity, speed, and cost of alternative
modes to compensate for lost services.

Legal Framework for Rail Oversight

Legal oversight of rail is fundamentally a federal activity. The Surface Transportation Board
(STB), the entity charged with overseeing rail regulation, has interpreted its powers broadly,
sometimes preempting initiatives by local communities and states. A separate entity, the Fed-
eral Railroad Administration (FRA), is responsible for establishing and enforcing safety regu-
lations. The Federal Railroad Safety Act of 1970 authorized FRA to partner with states to assist
in enforcement of railroad safety laws. Thirty states, including Pennsylvania, now collaborate
through FRA’s State Rail Safety Participation Program. The Pennsylvania entity charged with
this authority is the Pennsylvania Public Utility Commission (PPUC), which performs inspec-
tions on behalf of and in collaboration with FRA. The U.S. Department of Transportation
(DOT) agency that has the authority to regulate the transport of hazardous materials by all
modes is the Pipeline and Hazardous Materials Safety Administration (PHMSA).

Recent Pennsylvania laws regarding railroads have focused on economic development. The
Rail Freight Preservation and Improvement Act of 1984 empowered the Pennsylvania DOT
with some grant-making authority to assist struggling railroads. The State Railroad Infrastruc-
ture Act of 2004 established a state railroad bank and allows the Pennsylvania DOT Bureau of
Rail Freight, Ports, and Waterways to provide economic development grants through the Rail
Freight Assistance Program and the Rail Transportation Assistance Program.

Federal security regulations enacted after the terrorist attacks of September 11, 2001, have
augmented federal oversight of rail to include security. General oversight and rail safety con-
tinue to reside in the U.S. DOT, but oversight of security now resides in the U.S. Department
of Homeland Security (DHS) under the Transportation Security Administration (TSA). The
Implementing Recommendations of the 911 Commission Act of 2007 include a number of
provisions related to rail, including the development of a national rail-security strategy and risk
assessment; institutional risk assessments by rail carriers; new programs for rail-security train-
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ing, rail-security exercises, and tank-car security testing; and rail-security research and devel-
opment. PHMSA, in collaboration with TSA, has recently promulgated a new rail hazardous-
materials transport rule.

Key Risk Factors of Rail in Pennsylvania

Risk comprises threats, vulnerabilities that threats can exploit, and the resulting consequences.
Rather than deriving a measure of risks to rail in Pennsylvania, we analyzed these three factors
individually. In doing so, we identified opportunities for Pennsylvania to address risks to rail
by reducing the threat, vulnerability, or consequences of both accidents and terrorist attacks.

Threat

The terrorist threat to rail systems is well documented. The vast majority of terrorist attacks on
rail systems are bombings—involving large truck-sized bombs, smaller hand-carried devices
(the most common type), and/or incendiary devices—followed by armed attacks, sabotage,
arson, and unconventional attacks. The most notable unconventional terrorist attack was the
1995 release of a nerve agent in the Tokyo subway, which resulted in 12 deaths and thousands
of injuries. According to a prior RAND analysis of threats to passenger rail systems (Wilson et
al., 2007), there is a high threat of attacks using small explosives; a medium threat of attacks
using large explosives, small incendiary devices, or other weapons, sabotage, and hoaxes; and
a low threat of attacks using large incendiaries and unconventional weapons. We assume that
these threats apply to both rail freight and passenger rail, though the vast majority of recorded
attacks have been against passenger systems.

FRA collects data on accidents that exceed a certain level of damage.* These accidents
are characterized as train, grade crossing, or “other” (a large group that includes obstructions,
explosions, and fires). Train accidents are further classified into derailments, collisions, and
“other.” From 1998 through 2007, more than 3,000 rail freight accidents in Pennsylvania were
reported to FRA, approximately half of which were classified as “other.” The rest are divided
roughly equally between train accidents and grade-crossing incidents. Thirteen releases of haz-
ardous materials by rail freight in Pennsylvania were reported to FRA during this period.> In
the same period, more than 4,000 accidents or incidents in passenger rail occurred in Pennsyl-
vania, of which slightly more than 200 were train accidents, 33 were grade-crossing incidents,
and the remainder were “other” incidents, typically resulting in minor injuries to passengers
or employees.

According to FRA, which collects data on the causes of rail accidents, the dominant
causes of accidents in Pennsylvania over the past decade have been track defects, followed by
human factors, “miscellaneous,” motive power, and signals.

Reducing terrorist threats to rail requires effective law enforcement and intelligence gath-
ering and analysis. The number of accidents can be reduced by proper enforcement of safety
regulations, informed by analysis of accident causes.

4 The threshold level of damages in 2008 is $8,500 in property loss, any injury to an employee or passenger, or any release
of hazardous materials.

> PHMSA has different reporting requirements. For consistency in our analysis, we used data from FRA.
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Vulnerability of Rail Assets to Terrorist Attack

The presence of threat is a concern only when it is capable of exploiting a specific vulner-
ability; for example, crowded stations are vulnerable to bombings and armed attacks. Our
analysis applies the concept of vulnerability to specific components of the rail infrastructure,
including stations, track, tunnels, and bridges, based on the general accessibility of these com-
ponents to would-be attackers. We have extended a measure of vulnerability of passenger rail
systems developed in a RAND analysis of passenger rail infrastructure (Wilson et al., 2007)
to rail freight infrastructure. That analysis concluded that trains and stations have relatively
higher vulnerability than other infrastructure components, which have medium vulnerabil-
ity. Extending the results to rail freight infrastructure, we conclude that dwelling locomotives
and cars and yard and loading infrastructure have relatively higher vulnerability than track,
bridges, and tunnels, which in turn are relatively more vulnerable than system operation and
control infrastructure.

These general results may be applied to Pennsylvania by comparing the predominant
infrastructure types and the likelihood of attack. The concentration of stations and passenger
rail operations in greater Philadelphia, the Northeast Corridor, and the Keystone Corridor
indicates that this area has relatively higher vulnerability than other areas. A relatively more
capable emergency response may also be mounted at the local level in this area. Protecting
dwelling trains and yard infrastructure requires collaboration among the carriers and federal,
state, and local officials and has already been the focus of federal initiatives. Securing the large
amount of rail freight infrastructure outside of urban areas would be very difficult; hence, iden-
tifying key assets to protect among them is an important first step in reducing vulnerability.

Consequences

Given the number of passengers in some parts of Pennsylvania’s passenger rail system and the
types of materials shipped via rail freight, certain accidents and purposeful attacks could have
significant consequences. According to FRA data for both passenger rail and rail freight from
1998 through 2007, train accidents resulted in a single death and 98 injuries, and highway-rail
grade-crossing accidents resulted in 45 deaths and 172 injuries. The majority of casualties occur
in the “other” category of accidents and incidents, defined as events that result in personal
injury. Including “other” accidents and incidents, an average of 43 deaths and approximately
1,000 injuries occur on Pennsylvania rail systems annually.

Most train accidents do not result in significant direct damage to equipment, track, and
infrastructure. Direct damage, however, does not include the costs of rerouting trains around
the disruption, delays, or medical services provided to victims. The overwhelming majority of
accidents between 1998 and 2007 incurred less than $100,000 in direct damage. Seven per-
cent of the train accidents during this period resulted in direct damage valued at more than
$1 million.

According to Wilson et al. (2007), terrorist attacks on rail systems have each resulted in
an average of four deaths and 13 injuries. This figure treats each individual terrorist incident
as a single attack and excludes the 1995 nerve-gas attack on the Tokyo subway, which would
skew the results. The median for attacks resulting in at least one casualty is one death and 10
injuries; if all attacks are included in the calculation, the median number of casualties is zero.

The consequences of certain prior accidents provide insights into the potential conse-
quences of terrorist attacks. Average casualty rates from accidents indicate that a successful
attack on rail freight would not necessarily be catastrophic. However, the derailment and rup-
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ture of 20 tank cars of fuel ethanol in New Brighton, Pennsylvania, in 2006 caused a fire that
burned for several days, and a 2002 derailment in Minot, North Dakota, resulted in the release
of anhydrous ammonia gas, killing one person and injuring more than 300 people, 11 of them
seriously. Direct damages to equipment were reported to be greater than $3.0 million, and
environmental remediation costs for that incident were reported to be more than $10 million.
A successful attack on a freight train carrying TIH materials through a densely populated area
could easily result in consequences an order of magnitude greater: tens of deaths, hundreds of
injuries, and tens of thousands of persons displaced.

Research has confirmed the large-scale damages that could result from the accidental or
purposeful release of hazardous materials. There is also evidence showing that effective emer-
gency response can significantly limit the scale of human consequences in such incidents.

Rail accidents and incidents occur routinely in Pennsylvania; there is on average about
one per day for both rail freight and passenger rail. The majority of these events do not cause
injury or significant damage, and there has never been, to our knowledge, a terrorist attack
against rail in Pennsylvania. Researchers have analyzed historical data regarding rail accidents
and incidents to estimate the potential human and economic costs of future accidents and
incidents. However, the lack of prior experience with sudden massive releases of TIH in urban
areas, as might occur in a successful terrorist attack, suggests that using these data to estimate
the potential human and economic costs of terrorist attacks against rail is likely to understate
them.

Recent Federal and State Initiatives Seeking to Improve Rail Security

At the federal level, U.S. DOT and TSA have sought to reduce the risk of terrorist attacks on
rail freight. The initial and ongoing effort is the Toxic by Inhalation Hazard Risk Reduction
Program, in which TSA assumes that the risk of hazardous-materials transport is directly pro-
portional to the dwell time and volume of materials transported through densely populated
areas.® First implemented in New Jersey and New York and currently being implemented in
Pennsylvania, the program secks to establish secure storage areas for TIH materials and to
expedite their movement through the system. More recently, PHMSA has directed rail freight
carriers to transport TTH materials over the “safest and most secure commercially practicable
routes.”

The New Jersey Office of Homeland Security (OHS) participated closely with TSA and
the Class I carriers in the execution of the Toxic by Inhalation Hazard Risk Reduction Pro-
gram. In this way, New Jersey was able to build capacity in hazardous-materials security and
worked closely with the Class I carriers to identify grant funding that would assist in the con-
solidation of operations and the improvement of security in certain yards and facilities.

Since 1990, the National Transportation Safety Board (NTSB) and FRA have made
implementing technology to prevent railroad accidents, PTC in particular, a priority. The Rail-
road Safety Enhancement Act of 2008 (P.L. 110-432) requires Class I railroads to implement
PTC on lines carrying hazardous materials and lines carrying both freight and passengers
by 2015. This technology has the potential to increase railroad safety but has not yet been

6 These assumptions are consistent with our risk-factor analysis and the existing literature on risks of transport of hazard-
ous materials, which concludes that the likelihood of an attack on a dwelling car is high.
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broadly deployed. To our knowledge, no rail freight demonstration projects of PTC exist in
Pennsylvania; however, Amtrak implemented early-generation PTC systems along the North-
east Corridor and the Keystone Corridor. Class I railroads operating on these corridors have
equipped their locomotives with the necessary technology to use these advanced signaling
systems. Although they improve safety, PTC systems may also create new safety and security
vulnerabilities if they malfunction or are compromised.

The Pennsylvania OHS has established the Commonwealth Critical Infrastructure Pro-
tection Program (CCIPP), a collaboration between the State Police, OHS, and the Pennsylva-
nia Emergency Management Agency (PEMA). Rail transportation infrastructure is among the
assets the program seeks to protect. Within CCIPP—a state-level complement to the National
Infrastructure Protection Program—the State Police seek to prevent attacks through coordina-
tion with other law enforcement and intelligence agencies; OHS coordinates the program, and
PEMA is responsible for response and recovery operations.

California is one state that has increased state-level oversight of rail and strengthened
regulation of railroad security. In addition to its role in enforcing federal rail-safety regula-
tions, the California Public Utilities Commission (CPUC) is developing capacity to improve
rail security. CPUC was charged with enforcing the provisions of Assembly Bill 3023 and, ulti-
mately, negotiating a settlement agreement with Class I carriers.” As a result of the settlement
agreement, officials from the California OHS (on behalf of CPUC) reviewed and commented
on Class I rail-security plans. In the future, CPUC inspectors are to be federally certified in
both safety and security, so that they may issue security enforcement recommendations under
the auspices of federal law. Additionally, California actively seeks to bring state-level knowl-
edge regarding rail safety and security to short-line carriers that may not have the resources to
establish robust safety and security programs on their own.

Railroad Actions to Improve Security

In response to the terrorist attacks of 2001, AAR formed a task force to draft a security plan
and procedures. The resulting plan includes (1) a nationwide database of critical railroad assets;
(2) assessments of vulnerabilities of those assets and rail operations; (3) assessment of the ter-
rorism threat; (4) calculations of risk; (5) identification of countermeasures to reduce risk; (6) a
definition of alert levels; (7) delineation of actions to be taken at each alert level; and (8) func-
tions of the AAR operations center and railroad alert network. The AAR security plan was first
issued in December 2001 and has recently been revised. However, it is not available for review
by the public.

Each Class I carrier has developed a corporate security plan based on the AAR model.
These are the security plans that each carrier reviews with TSA. Class I carriers claim to
have made security improvements as a result of developing and implementing their plans. For
example, CSX operates remote video surveillance equipment at certain yards and facilities.
Both CSX and Norfolk Southern have enhanced their background checks on employees and

contractors and have identified assets that are to receive greater security resources as a func-

7 1In 2006, California passed Assembly Bill 3023, which would have compelled rail freight carriers in the state to share
security plans and file infrastructure protection plans with the state. A legal appeal resulted in a settlement agreement that
allowed California officials to inspect Class I security plans but acknowledged federal authority over security.
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tion of the security alert level. But representatives of railroad employees claim that the security
actions taken by the Class I carriers are inadequate and that training has not kept up with the
increased security requirements.®

AAR maintains guidelines on best practices for the safe transport of hazardous materials.
These guidelines, which members are obligated to follow, specify the designation of “key trains”
and “key routes,” depending on the volume and types of hazardous materials transported. Key
trains are restricted to a top speed of 50 miles per hour. Along key routes, track inspections are
to occur twice each year, and wayside defective-bearing detectors are to be installed and oper-
ated at intervals no greater than 40 miles. AAR guidelines permit local emergency respond-
ers to request information regarding the types and quantities of hazardous materials that are
transported through their communities. The guidelines also promote the use of several services
to report chemical spills and provide community education.

Class I carriers operating in Pennsylvania also provide emergency-response training to
local first responders. At the request of the community or on its own initiative, CSX will pro-
vide training in the form of classroom sessions and self-study. Norfolk Southern also provides
first-responder training and community-awareness services, generally under the auspices of
the Transportation Community Awareness and Emergency Response consortium. Members
of several communities that participated in CSX training indicated in interviews that the
training was helpful and that it complemented their knowledge and skills. In particular, the
Philadelphia Fire Department has a long-standing relationship with CSX, which has provided
enhanced training for hazardous-materials specialists at the Emergency Response Training
Center in Colorado. None of the communities that we contacted had experienced a hazardous-
materials incident in recent years that would test the training or the communications protocols
needed to mount an effective response.

Passenger Rail Security Best Practices

The literature on case studies of transit and passenger rail systems in the United States, Europe,
and Japan identifies security best practices for passenger rail systems. The four primary cat-
egories of action to improve security are (1) design of stations, public areas, and trains to with-
stand explosive forces and provide a means of egress for the public and ingress for emergency
response; (2) appropriate deployment of security technologies, such as closed-circuit television
(CCTV) surveillance cameras; (3) a security and emergency-response organization with clear
lines of communication that may be scaled to the required size for effective response; (4) plan-
ning and practicing of response to security incidents to refine systems and protocols.

Findings

1. Pennsylvania has a dense network of rail freight routes, though Class | railroads carry
the vast majority of freight.

Four Class I railroads and nearly four dozen regional and short-line railroads provide rail
freight services in Pennsylvania on a network covering more than 5,000 track miles, and alter-

8 Two reports specifically address this issue: Teamsters Rail Conference (2005) and National Labor College (20006).
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nate parallel routes exist within Pennsylvania or neighboring states. The result of this density
of active rail freight service providers is that disruptions within the system can be rerouted
relatively easily along parallel routes on the Class I carrier’s network, or if appropriate and avail-
able, along other railroads—Class I, regional, or short-line.

2. Pennsylvania’s passenger rail services are concentrated in the southeastern corner of the
state.

Passenger rail infrastructure and services in Pennsylvania are concentrated in the greater
Philadelphia region. SEPTA operates a large urban-transit system consisting of light rail,
rail rapid transit, and commuter rail components. Amtrak’s Northeast Corridor, which runs
through Philadelphia along the Delaware River, connecting Boston to Washington, D.C., is
the busiest intercity rail corridor in the United States. Its Keystone Corridor provides rail ser-
vice between Philadelphia and Harrisburg. These and other systems interchange at 30th Street
Station in Philadelphia. Other passenger rail systems in Pennsylvania carry an order of magni-
tude fewer passengers annually than the major systems in the southeastern corner of the state.

3. There is a documented terrorist threat to rail systems, and infrastructure will always be
vulnerable.

Documented attacks have occurred against all types of passenger rail systems. The most
common mode of attack is bombing of stations or loaded passenger cars; there is a lesser threat
of armed attacks. Sabotage and unconventional attacks have also occurred, however, including
a purposeful derailment of the Amtrak Sunset Limited in 1995 and the release of sarin gas, a
potent nerve agent, in the Tokyo subway in the same year. With the exception of the Tokyo
attack, relatively few casualties, on average, result from terrorist attacks on rail systems.

A prior RAND study assessed the vulnerability of passenger rail by considering the prac-
ticality of attacks against specific infrastructure components. Generalizing this approach to
rail freight, we conclude that much of the infrastructure is accessible to would-be attackers and
is vulnerable. However, the consequences of accidents in rail freight, if taken as a guide to pos-
sible consequences due to attacks, are relatively minor. Safety incidents in rail freight generally
do not result in casualties and do not incur significant direct damages to track or equipment.
Incidents involving the release of hazardous materials, however, can have far more severe con-
sequences. Were such an incident to be perpetrated with the intent of maximizing casualties,
the results could be catastrophic.

4. The extent and diversity of railroad infrastructure and operations in Pennsylvania
require an equally diverse approach to security.

The rail freight and passenger rail network in Pennsylvania serves both densely popu-
lated urban areas and sparsely populated and difhcult-to-access rural areas. Ensuring safety
and security within the urban areas requires coordination among a number of different agen-
cies, jurisdictions, and carriers. In rural areas, identifying appropriately equipped and trained
emergency-response capabilities may be difficult.

5. Effective response is essential for minimizing casualties and economic damage resulting
from rail safety and security incidents.

Prior research has concluded that effective response is an important element in reducing
the consequences of attacks or accidents. However, providing effective emergency-response ser-
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vices can be difficult and requires appropriate resources, training, planning, interagency coor-
dination, and practice. Exercises, both tabletop and in the field, are an important component
of emergency-response training to ensure that lines of communication are clear and logistics
practiced.

6. There is significant flexibility within existing legal authority for Pennsylvania to play an
active role in shaping its rail safety and security.

Legal authority over rail infrastructure and operations is largely a federal activity. How-
ever, since states partner with FRA in enforcing key railroad-safety legislation, there are many
opportunities for states to take an active role in overseeing rail safety and security. Within the
current regulatory system, states perform many safety- and security-related functions, both in
collaboration with federal agencies and on their own. New Jersey and California are two sig-
nificant examples.

Possible State-Level Actions to Improve Rail Safety and Security

1. Use state rail development funding to improve rail transportation and safety and
security.

The Pennsylvania Department of Transportation’s (PennDOT) Rail Freight Assistance
Program and Rail Transportation Assistance Program provide grants to bolster rail infrastruc-
ture as an economic-development tool, preserving rail services throughout the state. PennDOT
could create a complementary program to fund safety and security improvements to regional
and shortline railroads, possibly under the authority of the Rail Freight Preservation and
Improvement Act. Straightforward improvements to track and supporting infrastructure of
these railroads could have a significant effect on safety and security, for two principal reasons.
First, smaller carriers tend to be undercapitalized and to operate on lower-rated track than the
Class I carriers; thus they experience higher accident rates. Second, in the event of a signifi-
cant disruption, such as one that would result from disabling a major bridge or tunnel, recon-
stituted regional or short-line routes may be able to improve the resilience of the rail freight
system. Federal homeland-security grant programs already exist and may be a source of fund-
ing for such activities. Two examples of such programs are the Buffer Zone Protection Pro-
gram® administered by the Federal Emergency Management Agency (FEMA) and the Transit
Security Grant Program'® administered by DHS.

2. Be prepared to provide a wide range of support services, depending on local needs.
Each of the Pennsylvania communities in which rail operations occur has unique abilities
to plan for and mount a response to a rail safety or security incident. State officials, possibly
from the Pennsylvania OHS, could assist communities in identifying key components of infra-
structure and in applying for grant programs to bolster and improve them. In the event of an
incident, state resources may augment local capabilities or may coordinate the entire response.
Ensuring that such planning and response is effective requires close coordination of the rel-

9 For more information, see heep://www.fema.gov/government/grant/bzpp/index.shtm (as of September 21, 2008).

10 For more information, see hetp://www.dhs.gov/xgovt/grants/gc_1178820367100.shtm (as of September 21, 2008).
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evant state agencies—the State Police, PPUC, OHS, and PEMA, among others—with local
communities, carriers, and system operators.

3. Coordinate simulations and exercises including personnel from local and state agencies,
neighboring states, federal agencies, volunteer organizations, and the railroads.

The Commonwealth of Pennsylvania, possibly led by PEMA, could coordinate training
exercises that simulate or rehearse for a serious hazardous-materials release or terrorist railroad
incident. Such training would test lines of communication and allow participants to practice
logistics, deployment, evacuation, and other response and recovery operations. This would pro-
vide state agencies with critical hands-on understanding of their roles in disaster response and
would improve interagency communication. Ideally, these exercises would include both freight
and passenger rail and would be conducted throughout the state. Participation among state
agencies, local first responders, and railroad personnel and employees should improve commu-
nication and ultimately reduce the impacts of intentional or accidental railroad incidents.

4. Build state-level capacity in rail safety and security.

PPUC could seek to emulate the example of CPUC in carrying out its responsibilities
under the State Rail Safety Participation Program and that of the New Jersey OHS in its col-
laboration with TSA on security matters. FRA and TSA have welcomed the increased involve-
ment of these states. Moreover, state resources and expertise could be focused on areas not nec-
essarily covered by FRA or TSA. For example, CPUC investigates all incidents that occur at
grade crossings in the state, something that FRA does not do. The expertise gained at the state
level could be transferred to regional and short-line railroads, which may not have the resources
or the in-house expertise to implement certain safety and security practices.

Pennsylvania could develop a formal intelligence collection and analysis center, similar
to the center established by New Jersey, which would maintain direct contact among Penn-
sylvania law enforcement, the federal government, local communities, and system operators,
perhaps employing the CSX Network Operations Workstation (NOW) terminal and the car-
location data offered by Norfolk Southern.
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CHAPTER ONE
Introduction

Railroad transportation, both passenger and freight, is integral to the economy of the Com-
monwealth of Pennsylvania. The busiest passenger rail corridor in the United States passes
through Philadelphia, and many thousands of workers in the Philadelphia region use a dense
network of transit and commuter rail systems to safely and quickly move around the region
every day. Pittsburgh residents also have a light-rail transit system. Long-distance travelers to
and from most major Pennsylvania cities can travel via passenger rail operated by the National
Railroad Passenger Corporation (Amtrak®). Pennsylvania is home to more railroads than any
other state: Four Class I railroads, two large regional railroads, and approximately 45 local
switching and terminal railroads operate over 5,000 miles of track.! Key commodities, such as
coal, are carried by rail from Pennsylvania to destinations throughout the United States and to
ports for export. Railroads also provide access to major seaports, inland waterways, and global
markets. Several rail freight corridors through Pennsylvania each carry more than 100 million
gross tons of freight annually and are among the nation’s busiest. A significant disruption to
this system could have serious local, state, regional, and national effects. With this in mind,
the Pennsylvania General Assembly passed House Resolution (H.R.) 824, which calls for “a
review of the existing federal and state statutory authority as it relates to the oversight of freight
and passenger rail in Pennsylvania.” This report responds to H.R. 824,2 which is reproduced
in Appendix C.

House Resolution 824 calls for the review to consider the need to improve the security of
rail infrastructure; the status of technology to reduce railroad accidents; the training of rail-
road employees in the areas of safety and security; the effects of continued containerization of
freight on rail security in Pennsylvania; and passenger-security and cargo-protection systems.

! The Surface Transportation Board (STB) defines a Class I railroad in the United States as one “having annual carrier
operating revenues of $250 million or more” after adjusting for inflation using a Railroad Freight Price Index developed
by the Bureau of Labor Statistics (BLS). According to the Association of American Railroads (AAR), that threshold was
$346.8 million in 2006. The STB also uses two other classifications, Class II and Class III, having a revenue threshold of
$27.8 million; the industry has its own classification system, classifying non—Class I rail carriers as regional or short-line,
with short-line further divided into local and switching and terminal. The American Short Line and Regional Railroad
Association (ASLRRA) defines these on its internet site, http://www.aslrra.org/about_aslrra/faqs/ (as of September 17,
2008).

2 A related bill, Senate Bill (S.B.) 1298, failed to pass the Pennsylvania House of Representatives and therefore was not
enacted into law. That bill would have required the Pennsylvania Department of Transportation (PennDOT) and the Penn-
sylvania Emergency Management Agency (PEMA) to “jointly complete a railroad security assessment” that identifies key
assets of the rail system in Pennsylvania and the vulnerabilities associated with the transportation of hazardous materials,
and to prepare a railroad-security plan to minimize the risk of terrorist attacks on the rail system in Pennsylvania.
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Given the prominence of rail in Pennsylvania, there is significant concern regarding the
security of the rail system and actions that may be taken by the state to improve security.
Attacks in Madrid (2004), London (2005), and Delhi (2007) highlight the vulnerability of rail
systems to terrorist attacks. A successful attack on a passenger rail target in Pennsylvania could
be a disaster; in addition to causing direct casualties, such an attack could disrupt passenger
rail transportation throughout the U.S. Northeast. Of potentially greater concern is an attack
on rail freight infrastructure or trains. Hazardous-materials railcars could be attacked and rup-
tured, releasing a toxic cloud. Or a large bomb could be covertly loaded onto a railcar (or an
intermodal container) as freight and detonated to destroy infrastructure or a high-profile target
adjacent to a rail line. A survey of railroad employees listed a number of concerns, including
the fact that rail freight infrastructure was generally accessible to the public (Teamsters Rail
Conference, 2005).

The remainder of this chapter provides background on rail safety and security as it per-
tains to Pennsylvania, describes the methodologies employed to perform our analysis, and pro-
vides an overview of the rest of the report.

Background

Oversight of U.S. railroads, both passenger and freight, is largely a federal responsibility, pri-
marily because of the inherently interstate nature of many rail operations. With respect to
safety, the Federal Railroad Administration (FRA) provides the primary oversight of Class I
rail freight carriers and Amtrak. The Federal Transit Administration (FTA) provides oversight
of commuter rail, subways, and other public-transit systems. However, the states do play a
significant role in assisting FRA and FTA in carrying out their duties. FRA has memoranda
of understanding with 30 states to assist in enforcement of rail-safety laws. Since the terror-
ist attacks on the United States in 2001, the Transportation Security Administration (TSA),
which moved from the U.S. Department of Transportation (DOT) to the U.S. Department
of Homeland Security (DHS), has led efforts to improve the security of rail transportation.
These efforts have focused on the security of hazardous materials and security in passenger rail.
An accurate characterization of security efforts to date is that they are in progress, with some
notable achievements.

In fall 2001, AAR brought together its membership and security experts to draft a secu-
rity plan (Hamberger, 2005). This plan, which was adopted in December 2001, became a
model for subsequent plans developed by the Class I carriers.

The AAR draft security plan, and presumably the subsequently developed corporate rail-
security plans, includes the following components:

A nationwide database of critical railroad assets

Assessments of vulnerabilities of those assets and rail operations
An analysis of the terrorism threat

Calculations of risk

An identification of countermeasures to reduce risk

Definitions of four alert levels that correspond to security actions:
— Level 1: new normal day-to-day operations

— Level 2: heightened security awareness

QN N =
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— Level 3: a credible threat of an attack on the United States or the railroad industry
— Level 4: a confirmed threat of an attack against the railroad industry or an actual
attack within the United States
7. 'The security actions to be taken at each alert level
8. A description of the functions of the AAR operations center and railroad alert
network.

TSA requires that the Class I carriers submit their plans to TSA for review. In general, the
Class I carriers are reluctant to share their security plans with states, arguing that they com-
prehensively address railroad-security vulnerabilities that are proprietary and not of interest to
state authorities and, moreover, that current laws do not require them to be shared with state
officials. When railroads have agreed to allow review of security plans by state officials, it has
been under circumstances controlled by the railroads. The existence of corporate security plans
without knowledge of how these plans affect rail operations and emergency response in the
state may or may not improve overall rail security, from Pennsylvania’s point of view.

What can be done at the state level to improve the safety and security of rail in Pennsyl-
vania? Within the current regulatory system, states already perform many safety- and security-
related functions, both in collaboration with federal agencies (see Chapter Five) and on their
own. In Pennsylvania, the Pennsylvania Public Utility Commission (PPUC) is the state agency
that assists FRA in implementing federal rail-safety regulations. Additionally, the Southeastern
Pennsylvania Transportation Authority (SEPTA®) and the Port Authority of Allegheny County
(PAT) in Pittsburgh employ their own police forces to enforce law and transit-authority policy
within their systems. Other states have worked directly with federal officials to gain expertise
and to build their own rail-security capacity and may serve as examples for Pennsylvania. In
New Jersey, much of this work has occurred through the state Office of Homeland Security
(OHS). The New Jersey OHS has collaborated with federal officials and railroads in the evalu-
ation of rail and hazardous-materials transport security and the mitigation of major risks. In
doing so, New Jersey has developed expertise and was able to identify promising areas for
federal grant funding for security infrastructure. In California, the California Public Utili-
ties Commission (CPUC) is increasing its expertise in rail safety to include some security
oversight.

Methodology, Scope of Analysis, and Organization of This Report

For this report, safety and security are defined as follows: Safety refers to conditions within the
rail system, both natural and man-made, that lead to accidents and that cause accidents to
result in casualties. For example, defective track is a condition that may lead to a derailment,
causing an accident; the result may be injury to persons and the release of hazardous materi-
als. Security refers to protection from criminal actions, assumed to be terrorist attacks, against
the rail system and its infrastructure. This protection may take the form of reducing the threat
of an attack, the vulnerability of the rail system to the attack, and the consequences resulting
from a successful attack. Several analyses related to safety and security are documented in this
report:
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* Ciritical rail corridors were identified and a partial list of critical infrastructure was inven-
toried. Critical rail corridors in Pennsylvania were identified using information from the
Pennsylvania State Rail Plan (R. L. Banks & Associates and Linare Consulting, 2003),
the FRA National Rail Safety Action Plan (FRA, 2005a), and the Department of Defense
Strategic Rail Corridor Network (STRACNET) (Military Trafhic Management Com-
mand and FRA, 1998). The State Rail Plan identifies major corridors and provides data
on freight volumes. FRA defines a national system of “principal rail lines,” using the fol-
lowing criteria: A principal rail line carries Amtrak service, is essential to national defense,
or has annual freight volume exceeding 20 million gross tons (MGT). STRACNET iden-
tifies specific railroad lines that meet the minimum conditions for defense readiness. We
also used earlier rail-security studies and other publicly available information from the
transit agencies to identify passenger rail infrastructure and operational characteristics.
This analysis is discussed in Chapter Two.

* We reviewed federal and state authority for oversight of rail freight and passenger rail trans-
portation systems in Pennsylvania to determine possible actions that could be taken at the
state level to improve rail safety and security. This review appears in Chapter Three.

* To support decisionmaking within state authority, we performed a qualitative analysis of
risk factors with respect to rail safety and security in Pennsylvania. The reasons for per-
forming a qualitative analysis are twofold: First, the focus of H.R. 824 is on the relation-
ship between federal and state authority with respect to safety and security of rail systems;
second, the breadth and time frame of inquiry, including a review of safety and security
concerns for both freight and passenger rail, did not allow for a more detailed quanti-
tative analysis. Our analysis is based on empirical data regarding the terrorist threat to
rail (Wilson et al., 2007), safety data compiled by FRA (FRA, Office of Safety Analysis,
2008) and FTA (Federal Transit Administration, 2008), and a description of the physical
and operating characteristics of the rail system in Pennsylvania. Within the context of
this study, improving rail safety and security is equivalent to reducing risk factors in rail
systems. We were unable to identify precisely the specific use of security measures in place
at each rail facility in the state or to assess the immediate need to improve them, because
of private security concerns. The analysis of risk factors appears in Chapter Four.

* To provide examples of possible actions Pennsylvania may wish to pursue to improve rail
safety and security, we reviewed relevant federal actions and those of several other states.
The intent of this task was to identify examples at the state level for addressing safety and
security in rail systems, including possible collaborations with the federal government,
adjoining states, municipalities, or rail carriers. This analysis included the training of
railroad employees in safety, security, and terrorism response; the status of critical safety
technology such as positive train control (PTC) systems; and the systems that protect
cargo distributed by rail. Given the complexity of rail systems and the unique role they
perform in the economies of each state and region, there does not appear to be a set menu
of options, although examples from other states provide valuable insight for undertaking
similar efforts in Pennsylvania. Federal and state actions are discussed in Chapter Five,
based on a literature review and interviews with federal and state officials, local emer-
gency responders, and railroad operators and employees.

* 'This report fits within the broader context of recent reports and actions taken to improve
rail security since the September 11, 2001, terrorist attacks on the United States and
the more recent terrorist attacks on passenger rail systems in England and Spain. These
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reports and actions comprise a body of knowledge on security best practices and mea-
sures to improve security.? Effective security “includes not just the deterrent and preven-
tive measures that normally come under the heading of security practices, but all efforts
to mitigate casualties, damage, and disruption and to rapidly restore operations after an
attack” (Jenkins, 1997a, p. 5). A review of recent studies in the area was performed to pro-
vide an overview of security in rail and recommended actions to improve it. The review
is summarized in Chapter Five.

* Chapter Six presents the findings of the study and identifies possible future state-level
actions to improve rail safety and security within the Commonwealth of Pennsylvania.

* Appendix A presents maps of Pennsylvania’s railroad corridors. Appendix B is an anno-
tated bibliography of recent studies in the area of rail safety and security. House Resolu-
tion 824 is reproduced in Appendix C.

3 Specifically, Wilson et al. (2007) analyzed data in the RAND—Memorial Institute for the Prevention of Terrorism data-
base of terrorist attacks.






CHAPTER TWO

Rail Freight and Passenger Rail in Pennsylvania

More than 50 railway companies own and operate more than 5,000 miles of railroad in Penn-
sylvania. Railroads and public-transit systems are an integral component of Pennsylvania’s
transportation system and contribute greatly to the overall mobility of people and goods
throughout the state. This chapter identifies Pennsylvania’s most critical rail infrastructure,
describes the flows of freight and passengers through Pennsylvania, and summarizes the eco-
nomic role of this network in the state and the greater Northeast region.

Rail freight is vital to the economy of Pennsylvania. The state’s coal mines, refineries,
foundries, manufacturers, and retailers rely on railroads to deliver freight and to bring their
products to customers and markets. Several very high-volume rail freight corridors run through
the state, connecting the Northeast to major markets and ports elsewhere in the country.
Class I carriers in Pennsylvania carried 209 million tons of freight in 2006 (AAR, 2008). This
accounts for about 16 percent of the total tons of freight shipped in the state and nearly 30 per-
cent of the ton-miles (Bureau of Transportation Statistics and U.S. Census Bureau, 2005).

Passenger rail in Pennsylvania improves mobility for state residents and visitors by provid-
ing an alternative to air travel and automobiles. All major cities and towns in the state are served
by Amtrak’s regional passenger rail service. Amtrak reported more than 5 million boardings
and alightings in 2007 in Pennsylvania, with tens of millions more passengers passing through
the state on its most heavily traveled route, the Northeast Corridor (Amtrak, 2008).! The two
largest cities in Pennsylvania, Philadelphia and Pittsburgh, and their suburbs are served by
heavy- and lightrail systems.? Philadelphia’s transit rail system, SEPTA, is one of the busiest

in the nation, with nearly 150 million passenger trips per year on its trains (National Transit
Database, 2007).

Rail Freight Profile

Four Class I railroads operate in Pennsylvania: Norfolk Southern Combined Railroad Subsid-
iaries (NS), CSX Transportation (CSX), Grand Trunk Corporation (a subsidiary of Canadian
National (CN)), and Canadian Pacific (CP).> These four railroads carry the majority of rail
freight transported within and through the state. As shown in Table 2.1, Norfolk Southern and

1A boarding is the act of getting on a train, and an alighting is the act of getting off at the passenger’s destination.
2 Rail transit also connects communities in New Jersey with Pennsylvania.

3 Federal regulation divides railroads into three categories based on annual operating revenues adjusted for inflation every
year. Class I railroads are those with annual carrier operating revenues of $346.8 million ($250 million in 1991 dollars) or
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Table 2.1
Miles of Freight Railroad Operated

Miles Operated?

Excluding Trackage Including Trackage

Major Pennsylvania Freight Railroads RightsP Rights
Class |
Norfolk Southern Corp. 2,388
CSX Transportation 1,055
Canadian Pacific Railway 452
Grand Trunk Corp. (Canadian National subsidiary) 155
Total Class | 2,552 4,050
Regional
Buffalo & Pittsburgh 574
Wheeling & Lake Erie Railroad Co. 185
Total regional 683 759

Selected LST

Reading Blue Mountain & Northern Railroad Co. 317
R. J. Corman Railroad/Pennsylvania Line 283
Consolidated Rail Corporation Shared Assets 245
Total LST 1,860 2,294
Total 5,095¢ 7,103

SOURCE: Association of American Railroads, 2008.

@ Trackage rights are agreements between railroads that allow one railroad to operate trains
on track owned by another, typically to access a customer or a rail yard.

b AAR does not report track miles operated excluding trackage rights for individual railroads.

¢ Amtrak also owns about 150 miles of track in Pennsylvania, some of which may be operated
by freight railroads under trackage rights. AAR acknowledges this but does not include them
in the figures cited in this table.

CSX owns and operates more than half of the railroad miles in the state. The Buffalo & Pitts-
burgh (BPRR) and the Wheeling & Lake Erie (WE) are regional railroads that own track and
operate extensive but relatively low-volume railroads in Pennsylvania.* In addition to these six
railroads, approximately 45 short-line railroads (SLRR) are currently operating in Pennsylva-

more; Class II railroads have annual carrier operating revenues between $27.8 million and $346.8 million; and Class III
railroads have annual carrier operating revenues below $27.8 million (49 CFR, Part 1201).

4 AAR and many other organizations refer to Class I1 railroads as “regional railroads.” Regional railroads exclude switch-
ing and terminal railroads—railroads that move railcars around only in freight terminals and rail yards—regardless of
operating revenue.
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nia.> Most of the SLRRs provide switching and terminal services between the Class I main
lines and industrial areas and manufacturing plants. Several local railroads, such as the Nit-
tany & Bald Eagle, the Pittsburgh & Shawmut, and the Union Railroad, provide vital line-haul
railroad service to Pennsylvania communities outside of the major rail corridors. While these
railroads may be critical for the economic vitality of some communities and some individual
companies, they carry relatively little freight—most carry less than one MGT per year. Three
of these railroads are notable for operating a more extensive railroad network in the state than
the Grand Trunk Corporation (GTW): The Reading Blue Mountain & Northern (RBMN)
operates 317 miles of track in central Pennsylvania around Reading and the Leigh Valley; R.
J. Corman (RJCP) operates 283 miles of track between Cresson and the Norfolk Southern
Buffalo Line through Clearfield; and Conrail Shared Assets (CSAO) operates 245 miles of
track between Philadelphia and New Jersey (R. L. Banks & Associates and Linare Consulting,
2003). Conrail Shared Assets terminal and switching operations are used intensively by both
Norfolk Southern and CSX.

According to the 2002 Commodity Flow Survey (Bureau of Transportation Statistics and
U.S. Census Bureau, 2005), a total of 400 million tons worth $428 billion of freight origi-
nated in Pennsylvania. As shown in Table 2.2, over the 10-year period ending in 2002, the
total value of freight originating in Pennsylvania grew by 14 percent, while the total tonnage
declined by 4 percent (Bureau of Transportation Statistics and U.S. Census Bureau, 2005;

Table 2.2
Freight Shipments Originating in Pennsylvania, by Mode
Value ($ millions) Tons (thousands)
Percent Percent

1993 2002 Change 1993 2002 Change
Total freight 372,925 426,760 14 416,916 399,764 -4
Truck 300,616 345,787 15 302,035 295,816 -2
Rail 10,662 5,285 -50 70,319 62,755 -1
Water n/a n/a n/a 19,780 12,020 -39
Air 4,185 6,100 46 62 69 1
Rail and water 703 231 -67 14,072 8,326 -41
Truck and rail 493 535 8 313 254 -19
Other 56,757 69,355 22 10,648 20,778 95

SOURCES: Bureau of Transportation Statistics and U.S. Census Bureau, 2005; U.S. Department
of Transportation and U.S. Census Bureau, 1997.

NOTE: Values are reported in 2008 dollars.

5 There are two categories of Class III railroads, or “short-line” railroads, as they are more commonly known. Local rail-
roads are small line-haul railroads. Switching and terminal railroads are railroads that are used to transfer cars between
larger rail systems or that provide services at a rail terminal.

6 All dollar values in this report, unless otherwise specified, have been adjusted for inflation using the consumer price
index (CPI) as of June 26, 2008 (Bureau of Transportation Statistics and U.S. Census Bureau, 2005).
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U.S. Department of Transportation and U.S. Census Bureau, 1997). More strikingly, the value
of rail shipments declined by 50 percent over that period, while the volume declined by 11 per-
cent. Rail activity in Pennsylvania increased from 28.9 percent of total U.S. freight ton-miles
in 1997 to 29.7 percent of total U.S. ton-miles in 2002. These statistics reflect the fact that
coal is the primary commodity shipped from Pennsylvania and that while the volume of coal
has steadily grown, the increase in its value has not kept pace with that of other goods over
this period. The 2002 Commodity Flow Survey data do not characterize intermodal (rail and
truck) shipments well, and this type of freight traffic has been growing very rapidly.

Opverall, the total tonnage of freight transportation in Pennsylvania appears to be decreas-
ing, and goods shipped by rail have a lower value than that of other freight originating in the
state. While rail carries just over 1 percent of the total value of goods originating in Pennsylva-
nia, 30 percent of the total ton-miles are transported by rail. This is consistent with commod-
ity flow statistics in many states, because rail is generally more cost-effective for long-distance
hauls, and many heavy commodities can be carried economically only by railroad. The average
shipment distance for all modes in the state is 446 miles; the average length of a rail shipment
is 575 miles, while that of a truck shipment is 125 miles (Bureau of Transportation Statistics
and U.S. Census Bureau, 2005).

By tonnage, the Port of Pittsburgh is the second largest inland port in the United States
(Port of Pittsburgh Commission, n.d.). In 2006, the port handled about 42 million tons of
freight, ranking it fifth in the nation for domestic trade and 18th overall (U.S. Army Corps of
Engineers, 2008a). The port handles no international imports or exports but provides direct
access to three inland waterways (the Allegheny, Monongahela, and Ohio rivers), and via the
Ohio River, the port provides access to the U.S. inland waterway system, serving 24 states. Nor-
folk Southern provides access to 14 terminals, and CSX provides access to 10 terminals. The
Port of Philadelphia, on the Delaware River, is a major port for foreign trade imports—24 mil-
lion tons of freight in 2006 (exports totaled 315,000 tons)—making it the 20th largest port
in the United States by tonnage and the fourth by value of foreign imports (U.S. Army Corps
of Engineers, 2008a). The Port of Philadelphia handles large volumes of break-bulk freight,
including high-value automobile and agricultural imports that require climate-controlled stor-
age warchouses and other specialized facilities. There is also a cruise-ship terminal at the Port
of Philadelphia. CSX, Norfolk Southern, and CP operate on-dock rail at the port, provid-
ing direct access to the Class I rail network. There are three other ports along the Delaware
River in Pennsylvania: Marcus Hook, Penn Manor, and the Port of Chester. Ranked by tons
of freight handled in 2006, Marcus Hook is the 38th largest port in the United States, Penn
Manor is the 97th, and Chester is the 125th (U.S. Army Corps of Engineers, 2008a). The Port
of Erie provides access to the St. Lawrence Seaway and is accessed by CSX and Norfolk South-
ern, but its freight volumes are very low. In 2005 and 2006, the port was ranked 143rd in the
nation, handling about 1 million tons of freight (U.S. Army Corps of Engineers, 2008a).

As noted above, Pennsylvania ports do not handle a significant amount of containerized
freight. A total of 150,000 foreign-loaded twenty-foot equivalent units (TEUs)—both inbound
and outbound shipments—was handled in Philadelphia in 2006. The next busiest container
port in Pennsylvania was Port Chester, which handled 105,000 TEUs that year (U.S. Army
Corps of Engineers, 2008b). In comparison, the Port of New York and New Jersey loaded over
3 million TEUs in 2006. The other major container ports on the East Coast are New York,
Norfolk, Virginia, Charleston, South Carolina, and Savannah, Georgia, which each handled
approximately 1.5 million TEUs in 2006. Foreign intermodal freight entering through a Penn-
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sylvania port is of far less security concern in Pennsylvania than in other states. Containerized
freight and security implications are discussed further in Chapter Four.

Rail is the dominant mode of transportation for several key Pennsylvania commodities,
the most important of which is coal. In 2002, 23 million ton-miles of coal were transported by
rail; more than three-quarters of all coal moved in Pennsylvania was moved by rail, and coal
movements accounted for 85 percent of all rail freight ton-miles. Table 2.3 shows other com-
modities for which rail moves 15 percent or more of all ton-miles originating in Pennsylvania;
these include metal, sand, heavy equipment, and scrap material.”

Some rail freight is classified as hazardous materials, and railroads are widely accepted
to be a relatively safe mode for transporting these materials, but, as shown in Table 2.4, only
5 percent of hazardous materials nationally are shipped by rail (National Transportation Safety
Board, 2008a, p. 51). Twice as much is moved by water modes, and 10 times as much is
moved by truck (Bureau of Transportation Statistics and U.S. Census Bureau, 2005). The
fraction of hazardous materials moved by rail has fallen since 1997. Just over 4 percent of
hazardous-materials tons shipped nationally start or end their journey in Pennsylvania (see
Table 2.4). Unfortunately, there are no publicly available data about how many tons or ton-
miles of hazardous-materials trips originating or terminating in Pennsylvania are carried by
rail freight. Because several major rail corridors run through Pennsylvania, it is likely that
the total amount of hazardous materials moving through the state is greater than the origin
and destination figures would indicate. For example, as noted previously, AAR reports that
in 2006, 209 million tons of rail freight traveled within and through Pennsylvania, of which
64 million tons originated and 68 million tons terminated in the state (Association of Ameri-
can Railroads, 2008).

Flammable liquids are the most common class of hazardous materials shipped; in
2002, flammable liquids accounted for more than 80 percent of the total volume (in tons) of
hazardous-materials shipments in the United States.® However, most of the flammable liquids
travel by truck and by pipeline; railroads carry only 2 percent of these materials nationally.
Table 2.4 summarizes the major classes of hazardous materials shipped in the United States
and notes the percentage share that is transported by rail. Only 1.2 percent of all hazardous
materials shipped are considered toxic inhalation hazard (TTH) (TTH materials can be liquids,
gases, or corrosive materials). According to AAR, only 0.3 percent of all rail freight carloads
carry TIH compounds, but because of the toxic nature of these chemicals, there is signifi-
cant public concern regarding their release through accidents or a terrorist attack (Hamberger,
20006). There is also significant public concern about radioactive materials, which constitute
0.003 percent of all hazardous-materials tonnage; too small an amount was transported by rail
in 2002 to be reported in the CFS.?

Using available data, we can estimate the volumes of hazardous materials transported
through Pennsylvania by rail freight. The most recent data on hazardous-materials shipments

7 The commodity categories changed between 1992, when Standard Industrial Classification (SIC) codes were used, and
2002, when North American Industry Classification System (NAICS) codes were used. This explains why some categories
do not appear in 1992. Also, only incomplete information was available for some specific commodities, indicated by NA
(not available).

8 As with mode statistics, no state-level data are publicly available by class of hazardous material.

9 These statistics are cited in order to put the volumes of TIH and radioactive materials in perspective with overall rail
freight movements, not to minimize or downplay the potential risk that a release poses to health and safety.
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Table 2.3
Commodity Movements in Pennsylvania, 1992-2002
1992 1997 2002

Commodity Ton-Miles Percent Ton-Miles Percent Ton-Miles Percent
Coal

Total 26,751 20,348 31,251

Rail 17,266 65 14,042 69 23,073 74
Coal/petroleum

Total NA 1,888 1,120

Rail NA NA 879 47 262 23
Base metal/primary metal

Total 8,385 8,102 1,742

Rail 2,208 26 2,029 25 1,159 67
Fabricated metal

Total 1,702 3,365 2,369

Rail 115 7 NA NA 409 17
Natural sands

Total NA 361 276

Rail NA NA 129 36 87 32
Transport. equipment

Total 1,232 800 206

Rail 355 29 332 42 60 29
Motorized vehicles and parts

Total NA 1,221 1,203

Rail NA NA 215 18 NA NA
Waste/scrap material

Total 806 NA NA

Rail 140 17 NA NA NA NA

SOURCE: Bureau of Transportation Statistics and U.S. Census Bureau, 2004.
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Table 2.4
Haal;aerdous-Materials Shipments in the United States and Pennsylvania in 2002
All Modes Railroad
Tons Percent of Tons Percent
(millions) Total (millions) Share?
U.S. total freight shipments 11,700 2,020 17.3
Hazardous materials freight shipments
U.S. total 2,190 18.8 109 5.0
Total originating in Pennsylvaniab 51 — — —
Total terminating in Pennsylvaniab 52 — — —
Hazardous materials, by hazard class®
Flammable liquids 1,790 81.6 36 2.0
Gases 213 9.7 29 13.7
Corrosive materials 91 41 24 26.4
TIHd 26 1.2 — —
Radioactive materials 0.057 0.0026 0 0.0
All other classes® 98 4.5 20 20.4

SOURCE: Bureau of Transportation Statistics and U.S. Census Bureau, 2005.
@ percent share is the share of the transportation of each commodity carried via rail.

bThe Commodity Flow Survey reports cumulative flows of commodities to and from origins and
destinations, not flows through specific states or regions.

€ Hazard classes are mutually exclusive except for TIH.
d The mode of transportation is not reported for TIH freight.

€ Other classes of hazards are explosives, flammable solids, oxidizers and organic peroxides, toxic
(poison), and miscellaneous dangerous goods.

are from the 2002 Commodity Flow Survey. These data provide some insight about the volume
of hazardous materials coming from and going to Pennsylvania; however, data regarding the
classes of hazardous materials and the modes of transportation used are aggregated at the
national level. If we assume that the characteristics of shipments of hazardous materials within
and through Pennsylvania are similar to those in the rest of the country, it is possible to estimate
the volumes of certain types of hazardous materials that move within and through the state
on rail. As shown in Table 2.5, we estimate that approximately 11.3 million tons—240,000
railcars—of hazardous materials are transported annually by rail in Pennsylvania. We estimate
that approximately 545,000 tons—12,000 to 13,000 tank cars—of this total are TTH.°

The large majority of rail freight moves through one or more of the three major rail cor-
ridors in Pennsylvania listed in Table 2.6. These rail lines cross approximately one thousand
bridges and pass through dozens of tunnels. As will be discussed in detail in Chapter Four, the

10 These estimates assume that the average load of a rail car hauling hazardous materials is equal to the state average, i.c.,

47 tons per railcar (AAR, 2008).
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Table 2.
Ezzr:atesd Hazardous-Materials Shipments in Pennsylvania in 2006
Tons Carloads®
(thousands) (thousands)
Total rail freight hauled in Pennsylvania 209,000 4,500
Hazardous materials hauled by rail in
Pennsylvania, by hazard class
Flammable liquids 3,730 80
Gases 3,020 65
Corrosive materials 2,480 53
TIH 545 12
Radioactive materials© 0 0
All other classesd 2,080 44
Total hazardous-materials rail freight 11,300 240

SOURCE: Bureau of Transportation Statistics and U.S. Census Bureau, 2005,
Association of American Railroads, 2008, and staff estimates.

@ Carload estimates were calculated by assuming an average load of 47 tons per
carload.

PTIH is nota mutually exclusive category of hazardous materials, so the sum of
the tonnage values exceeds the total.

¢ The Commodity Flow Survey did not report any radioactive commodity
movements in 2002, but that does not mean that no radioactive material was
transported by rail in 2002. We are, however, unable to estimate the volume, if
any, of radioactive materials being transported through Pennsylvania.

number of bridges and tunnels has a direct bearing on the overall vulnerability of rail freight
infrastructure in Pennsylvania. While most of the track lies in isolated regions of the state, the
rail lines also pass through densely populated urban areas. Maps of the rail freight and passen-
ger rail corridors are provided in Appendix A.

Passenger Rail Profile

Pennsylvania has an intercity passenger rail system provided by Amtrak that serves most of
the state’s major population centers. SEPTA operates an extensive regional passenger rail net-
work, a heavy-rail urban-transit system, and nine light-rail lines in the greater Philadelphia
region. New Jersey Transit (NJT) and the Port Authority Transit Corporation (PATCO) oper-
ate regional passenger rail service primarily in New Jersey, but they also provide service to
Philadelphia. PAT operates a light-rail transit system in Pittsburgh. In addition, within Penn-
sylvania there are several inclined-plane railroads and other small tourist railroad operations
that carry passengers; while these operations carry tens of thousands of passengers per year, we
do not discuss them extensively in this report.

The southeastern corner of the state is the area of greatest concern with respect to safety
and security of passenger rail. The four passenger rail systems operate within this densely
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Table 2.6
Major Rail Corridors in Pennsylvania

Critical Infrastructure

Approximate

2003 Traffic Number
Length Volume  Number of of
Carrier (miles) (annual MGT) Bridges Tunnels? Other Nearby Urban Areas

Keystone Corridor: Maryland state line to the Ohio state line through Pittsburghb

CsX 213 54-100 130 6 Neville Island Freight Cluster Pittsburgh
Intermodal Facility, Connellsville
Amtrak station

Keystone Corridor: Philadelphia to the Ohio state line through Harrisburg and Pittsburgh

NS 415 78-122 265 0 Conrail Double Stack Inter- North Philadelphia,
modal terminal (Pittsburgh), Reading, Harrisburg,
Harrisburg Lucknow Terminal, Pittsburgh
9 Amtrak stations

Amtrak® 104 10d ~60 0 30th Street Station and 11 other West Philadelphia,
Amtrak stations Lancaster, Harrisburg

Northeast Corridor: Delaware state line to the New Jersey state line through Philadelphia

CSX 50 24-32 ~50 1 30th Street Station, Port of Philadelphia and
Philadelphia (on-dock rail), Trenton, NJ
Twin Oaks Auto Terminal,
Eastside Bulk Terminal

Amtrak 48 1d ~70 1 30th Street Station, Harrisburg  Philadelphia and
International Airport Trenton, NJ

Northeast Corridor: Maryland state line to the New Jersey state line through Harrisburg and Reading

NS 270- 18-78 ~300 0 Conrail Double Stack Facility Harrisburg, Reading,
320¢€ (Harrisburg), Beth Intermodal Allentown,
Transloading Terminal, Bethlehem
Allentown/Bethlehem Piggy-
back Yard

Lake Erie Corridor: New York state line to the Ohio state line through Erie

CSX 44 109-113 29 0 Port of Erie, Erie International Erie
Airport
NS 44 27 35 0 Erie International Airport Erie

@ The number of tunnels is calculated from geographic information systems (GIS) data provided by PennDOT,
which appear to be incomplete.

b The CSX main line connects to the Northeast Corridor through Maryland. In addition, several branch lines reach
north from Maryland to interface with Norfolk Southern lines giving access to Harrisburg and points north.

¢ Amtrak owns track only between Philadelphia and Harrisburg. Freight trains occasionally use this track, but
volumes are unknown. Amtrak intercity passenger trains continue westward on Norfolk Southern railroad.

d Traffic volumes for Amtrak are millions of passengers in fiscal year 2007.

€ There are two Norfolk Southern lines between the Maryland state line and Harrisburg: the 70-mile-long Lurgan
branch and the 120-mile-long Port Road branch.

populated region and are tightly integrated with the Northeast Corridor, the busiest passenger
rail corridor in the nation.



16 Improving the Safety and Security of Freight and Passenger Rail in Pennsylvania

National Rail Passenger Corporation (Amtrak)

Amtrak operates 11 long-distance and intercity passenger routes on four railroad corridors
serving 24 stations across Pennsylvania. Every day, approximately 120 Amtrak trains travel
through Pennsylvania. In 2007, more than 5 million people got on or off an Amtrak train in
Pennsylvania. Two of these Amtrak routes are particularly heavily traveled: the Acela Express’,
which connects Philadelphia to other major cities on the Eastern seaboard, and the Keystone
Service®™, which provides service between Harrisburg and Philadelphia and to the communi-
ties between them.

Amtrak owns a significant amount of physical and operational railroad infrastructure
in Pennsylvania, in contrast to much of its operations elsewhere. It owns much of the nearly
500-mile Northeast Corridor between Boston and Washington, D.C., 50 miles of which pass
through Pennsylvania via Philadelphia. It also owns the 104-mile Keystone Corridor between
Harrisburg and Philadelphia. Amtrak owns 30th Street Station in Philadelphia, which is also
used by the SEPTA and NJT systems. In addition, Amtrak owns several maintenance facili-
ties and operates one of its two reservation call centers in Philadelphia (Amtrak, 2008). The
Northeast Corridor is the busiest Amtrak line in the nation, carrying more than 10 million
passengers per year.

Of the 24 Amtrak stations in Pennsylvania, 30th Street Station in downtown Philadel-
phia is the busiest. In 2007, more than 3.6 million passengers boarded or alighted from an
Amtrak train in that station. Table 2.7 shows the number of Amtrak passengers at each of the
stations and the routes serving those stations. Amtrak operates 11 routes in Pennsylvania:

* Lake Shore Limited® runs between New York City and Chicago through Erie;

* Capitol Limited®™runs between Chicago and Washington, D.C., through Pittsburgh and
Connellsville;

* Keystone runs between Philadelphia and Harrisburg;

* Pennsylvanian®™ runs between New York City and Pittsburgh;

* Acela Express runs between Boston and Washington, D.C., through Philadelphia;

* Six other Amtrak routes stop in Philadephia: Regional®™, Cardinal®, Carolinian®", Cres-
cent®, Silver Service®/Palmetto’™, and Vermonter™.

Amtrak has implemented a number of enhancements to improve passenger security and
prevent terrorism. According to information available online (Amtrak, n.d.-b), Amtrak claims
to have implemented patrolling by uniformed police officers and other security teams, random
baggage screening, and on-board security checks.

South Eastern Pennsylvania Transportation Authority

SEPTA is a large multimodal transit system that serves the greater Philadelphia area. The
service area covers 825 square miles, potentially serving a population of more than 3 million
people. It operates at least three different kinds of rail service, as shown in Table 2.8, along
nearly 600 route miles. Annual rail ridership on this network exceeds 140 million trips.
SEPTA operates 52 elevated or underground heavy-rail stations, 175 commuter-rail stations,
and 53 light-rail stations.

1 Ridership is measured in “unlinked trips.” A single person may make several trips using transit every day, and each trip
could include transfers between systems; each of these trip segments is considered one unlinked trip.
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Table 2.7
Amtrak Stations in Pennsylvania
Passengers
Station (thousands) Routes
Philadelphia 3,674.3  Acela Express, Cardinal, Carolinian, Crescent,
30th Street Station Keystone, Pennsylvanian, Regional, Silver Service/
Palmetto, and Vermonter
Harrisburg 464.9 Keystone and Pennsylvanian
Lancaster 420.5 Keystone
Pittsburgh 120.2  Capitol Limited and Pennsylvanian
Paoli 102.7 Keystone and Pennsylvanian
Elizabethtown 741  Keystone and Pennsylvanian
Exton 57.7 Keystone
Mount Joy 46.1 Keystone
Ardmore 40.6 Keystone
Middletown 39.3 Keystone
Downingtown 37.9 Keystone
Parkesburg 33.2 Keystone
Altoona 23.9  Pennsylvanian
Johnstown 17.4  Pennsylvanian
Lewistown 11.0  Pennsylvanian
Greensburg 10.3  Pennsylvanian
Erie 10.2  Lake Shore Limited
Coatesville 9.1 Keystone
Cornwells Heights 7.7 Keystone and Regional
Huntingdon 5.3  Pennsylvanian
Connellsville 3.9 Capitol Limited
Latrobe 3.2  Pennsylvanian
Tyrone 2.4 Pennsylvanian
North Philadelphia 0.3 Keystone and Regional

SOURCE: Amtrak, 2008.

NOTE: The number of passengers includes the total number of boardings and alightings
at each station for Amtrak’s 2007 fiscal year; it is a measure of how busy a station is

but does not indicate the number of individual passengers using each station. Route
information is current as of spring 2008 but should not be used for planning a trip on
Amtrak.

17
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Table 2.8
Annual Operating Statistics for SEPTA Rail Transit Lines

Number of Annual Passenger Vehicle Miles Route

Type Lines Trips (thousands) (thousands) Miles
Heavy rail (grade separated) 2 84,600 15,600 75
Commuter rail (at grade) 13 34,200 16,000 447
Light rail 9 25,400 3,600 82

SOURCE: National Transit Database, 2007.

Port Authority Transportation Corporation

PATCO is a 14.2-mile regional rail-transit system that lies mostly within New Jersey but serves
downtown Philadelphia. It has 13 stations, including four underground stations in Center City
Philadelphia. Total ridership is 38,000 per day, and PATCO is an important service provider
for commuters who live in New Jersey but work in Center City Philadelphia.

PATCO infrastructure passes under important landmarks and buildings in Center City.
It shares one station (8th and Market) with SEPTA, connects to two other SEPTA stations
via underground pedestrian walkways, and crosses the SEPTA Market-Frankford subway line.
In addition, PATCO crosses the Delaware River over the Benjamin Franklin Bridge between
Philadelphia and Camden. The Benjamin Franklin Bridge is critical transportation infrastruc-
ture, also carrying a major freeway (Interstate 676).

PATCO is currently investing in new security equipment “capable of detecting unau-
thorized intrusion or unusual activities” along its right of way and on the Benjamin Franklin
Bridge (PATCO, 2008). It is also in the process of upgrading cameras in stations and at park-
ing lots.

New Jersey Transit

NJT is an expansive system with 11 commuter rail lines and three light-rail lines. The system’s
service area includes most of the state of New Jersey, with stops in New York and Pennsylva-
nia. The only line that operates in Pennsylvania is the Atlantic City Line, which serves Phila-
delphia’s 30th Street Station. There are eight stations in total on this line, which terminates in
Atlantic City. Annual ridership is 1.3 million, the lowest of all NJT’s lines.

At 30th Street Station, NJT passengers can transfer to Amtrak and SEPTA rail lines. The
Atlantic City Line also interchanges with PATCO in New Jersey at Lindenwold Station (the
terminus of PATCO). The line crosses the Delaware River on the Delair Bridge. In addition
to bringing commuters from suburban New Jersey into Philadelphia, the line runs local and
express service to Atlantic City.

Port Authority of Allegheny County

PAT operates the multimodal transit system in Pittsburgh. Rail operations consist of a single
light-rail system called the T, which operates five routes over 25 miles. The transit authority
operates 83 light-rail vehicles (LRVs) that traveled 1.5 million vehicle-miles in 2006 (National
Transit Database, 2007). The average weekday ridership is 24,000 (Port Authority of Allegheny
County, 2008). Along the five routes are four underground stations, 20 aboveground stations,
and 49 street-level (i.e., without a raised platform) stops. There are 10 park-and-ride facilities.



Rail Freight and Passenger Rail in Pennsylvania 19

According to a report by the Pittsburgh Downtown Partnership, half of all commuter trips into
the central business district are made on rail.

PAT also operates two inclined railroads as tourist attractions. Both are popular and have
relatively high ridership, but they travel very short distances. Pittsburgh’s light rail passes under
important landmarks and commercial buildings near its terminus beneath downtown’s Golden
Triangle. In addition, the Station Center station is adjacent to a large retail mall. The T crosses
the Monongahela River over the rail-only Panhandle Bridge. PAT has begun construction on
a 1.2-mile-long North Shore Connector project that will extend the light-rail system below the
Allegheny River; tunneling is in progress.

Other Passenger Rail in Pennsylvania
Several tourist railroads operate in Pennsylvania, and several freight railroads provide rail excur-
sions to supplement their operating revenue. According to the Department of Community and
Economic Development (n.d.), more than 30 small tourist railroads operate in the state. There
are two inclined railroads in Pittsburgh and a tourist inclined-plane railway in Johnstown.
Capital Area Transit of Harrisburg has proposed a commuter rail-transit system with two
lines (Corridor One to Lancaster and Corridor Two to Lebanon) (Capital Area Transit, 20006).
Preliminary engineering work on Corridor One is under way, but federal funding has not yet
been authorized for either line (Latimer, 2007). The transit system would rely on the Cumber-
land Valley Railroad Bridge, which is currently unused, to cross the Susquehanna River.

The Economic Impact of Railroads

The Economic Impact of Railroads in Pennsylvania (Anater et al., 2005) quantifies the direct and
indirect economic impact of railroad operations in the state. This study, commissioned by the
Pennsylvania State Transportation Advisory Committee, determined that in 2001, more than
$18 billion worth of goods were shipped by rail in Pennsylvania, supporting approximately
52,000 jobs. In 2001, the rail industry directly and indirectly contributed $4 billion to the
Pennsylvania economy, and rail-related economic output totaled $33 billion.'?

It is unlikely that this economic activity would be lost entirely in the event of a terrorist
attack or some other disruption to rail service, because many businesses that use rail are not
“rail dependent”—meaning that they would be able to ship their goods via another mode of
transportation if rail service was unavailable. They would, however, incur higher transportation
costs. Rail-dependent businesses would suffer significant economic consequences if they lost
for a long period their access to rail. The analytic methodology used in 7he Economic Impact of
Railroads in Pennsylvania does not allow for an accurate quantification of the economic activ-
ity that is dependent on rail."? It is important to note that the effects of a disruption would,
however, fall disproportionately on large, heavy manufacturers, coal mines, chemical plants,
and coal power generation. A successful terrorist attack on freight or passenger rail could have
economic effects far exceeding the direct effects on people and infrastructure.

12° All dollar amounts are in 2008 dollars. This is true throughout the report, unless otherwise noted.

13 Anater et al. (2005) did not account for inputs to production, only outputs.
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Weatherford, Willis, and Ortiz (2008, pp. 39—40) note that railroad disruptions are inev-
itable and occur frequently. During a service disruption, rail traffic may be delayed for the
duration of the disruption or rerouted with some delay. These delays impose costs on the rail-
roads and the shippers. Often these costs are minor, as a delay may fall within the normal vari-
ability in shipment times. In other cases, e.g., trains carrying perishable or high-value goods,
the cost of a delay can be much higher, especially if the disruption is severe (Martonosi, Ortiz,
and Willis, 2005). In general, disruptions to the rail network are resolved within a matter of
days or weeks.

The ability of railroads to reroute traffic depends on the amount of rail capacity on roughly
parallel routes. The rail network in Pennsylvania contains a large number of roughly parallel
routes running both east-to-west and north-to-south (see Figure A.1 in Appendix A). In the
event of a significant disruption, traffic unable to flow along any of Pennsylvania’s major cor-
ridors could be rerouted to other nearby routes, provided sufficient capacity exists on those
routes to absorb the additional volumes. Such routes exist on track owned by Class I, regional,
and short-line carriers. For example, if the CSX and Norfolk Southern lines along Lake Erie
were to be destroyed by a natural or man-made disaster, the approximately 200,000 gross tons
per day of eastbound rail freight could plausibly be diverted to the Keystone Corridor or other
routes to the south and then to the Northeast Corridor to their original destinations. As shown
in Table 2.6, these routes are already very heavily traveled, so the additional rail freight traffic
could degrade the speed and reliability of service.

Alternatively, some traffic that is disrupted could be diverted to another mode—most
likely truck—and in Pennsylvania, river barging is an available and practical alternative for
transporting some commodities. Extensive shifting of freight from railroads to trucks increases
transportation costs for shippers and will likely increase travel times for all other users of the
highway transportation system.



CHAPTER THREE

The Legal Framework for Rail Oversight: The United States and
Pennsylvania

Government legal oversight for U.S. railroads is a very complicated subject, for a number of
reasons. The railroads embody a capital-intensive industry which historically evolved from
a dispersed set of local monopolies. Economic regulation of the railroads goes back to the
late 19th century and originally reflected concerns about both the railroads’ exercise of local
monopoly power and their vital importance to interstate commerce throughout the country.
On a very different note, the actual infrastructure of the railroads constitutes an enormous and
widely distributed physical asset, one with substantial safety and development implications for
localities and states, as well as for rail operators themselves. Government oversight concerning
these aspects of the railroads has been important over the past century and implicates a diverse
set of statutes and administrative agencies. In 2008, legal authority to regulate the railroads is
strikingly fractured, both between federal and state levels and among a multiplicity of statutes
and agencies tasked with addressing different elements of railroad operations, development,
infrastructure, and safety.

Legal authority over the security of railroads has grown even more complicated in the
wake of the attacks of September 11, 2001. Concerns about terrorist threats and critical-
infrastructure protection have resulted in the legal mandates dealing generally with the rail-
roads being partly overshadowed by new mandates connected with homeland security." The
consequence is an even more complex regulatory environment, in which substantial legal
ambiguity and overlapping areas of authority have yet to be fully resolved and optimized.
From Pennsylvania’s point of view, this uncertainty leads to a basic challenge in formulating
options for new state-level rail-security policies, since the scope of the state’s power to legislate
in this area is not clear.

The following discussion briefly reviews existing federal and state legal mandates as they
relate to oversight of the rail transportation system in Pennsylvania. It begins with a review
of major federal railroad laws, after which we describe Pennsylvania’s state railroad laws. We
conclude with a discussion of newer mandates and regulatory authority concerning homeland
security and how these fit into—and supersede—Pennsylvania’s traditional oversight frame-
work for railroads.

' Most notably, the Implementing Recommendations of the 911 Commission Act of 2007 (P.L. 110-53), discussed

below.
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Federal Railroad Laws: A Primer

Federal government regulation of the railroads, and particularly of the business activities of
railroad firms, dates back at least to 1887, when the Interstate Commerce Act (24 Stat. 379)
first established regulatory authority through the Interstate Commerce Commission (ICC)
(Bump, 2007; CBO, 2006). Railroad operators were required to seek approval from ICC for
a wide range of activities, including construction of new rail lines, corporate mergers and
acquisitions, and abandonment of lines of service. ICC also had significant power to review
and control changes to rail rates (Bump, 2007; CBO, 20006). These oversight powers were
considerable, and they imposed corresponding burdens on the railroad industry. Over time,
as less-regulated transportation modalities emerged to compete with railroads (e.g., interstate
trucking), the railroads became less economically competitive. Therefore, several legislative
reforms were undertaken during the 1980s and 1990s, including the Staggers Rail Act of 1980
(P.L. 96-448) and the ICC Termination Act of 1995 (P.L. 104-88), to loosen some of the fed-
eral oversight concerning the business of the railroads, particularly in regard to abandonment
of rail infrastructure, regulation of rail shipping rates, and vertical and horizontal integrations
(e.g., mergers).

In the wake of the ICC Termination Act, ICC was replaced by STB, which continues to
operate as the primary federal regulator for the business of railroads.? Although STB’s power to
regulate the economic activities of railroads is considerably reduced from the days of ICC (see,
e.g., FRA, n.d.), STB nevertheless retains significant power over railroad operations. Notably,
STB’s enabling statute grants it exclusive jurisdiction in connection with its exercise of power
and remedies over many aspects of rail transportation (e.g., carriers and the establishment of
rates, routes, services, and facilities).> In some ways, this mandate has been interpreted expan-
sively by STB, and it has sometimes been used to preempt state and local zoning and permit-
ting requirements for some aspects of railroad operations and ancillary activities (Eldredge,
2004). Conceivably, STB preemption of local authority could be used to limit states or locali-
ties in undertaking some kinds of unilateral security measures, particularly with regard to per-
mitting restrictions and the construction of facilities ancillary to rail infrastructure (Eldredge,
2004).

Quite apart from STB and its enabling legislation, a number of other federal statutes deal
with other, specific aspects of federal law and intervention concerning railroads and their work-
ers. These laws include the Railway Labor Act (44 Stat. 577) (RLA),* the Federal Employers’
Liability Act (35 Stat. 65) (FELA),> the Railroad Retirement Act (50 Stat. 307),6 and the Rail-
road Unemployment Insurance Act (P.L. 75-722) (RUIA).” These acts all emerged in the early

2 The codified statute that empowers STB and limits its authority now appears at 49 U.S.C. 10101 et seq. (2008).
3 See 49 U.S.C. 10501(b) (2008).

4 The RLA is similar to the National Labor Relations Act (49 Stat. 449); it deals with collective-bargaining issues specifi-
cally in the context of railroads.

> FELA is basically a federal workers’ compensation statute that applies to railroad workers.

6 The Railroad Retirement Act shortly preceded the Social Security Act (49 Stat. 620); it provides a unique system for
railroad retirement benefits outside the framework of Social Security.

7 The Railroad Unemployment Insurance Act provides a special framework for unemployment benefits for railroad
workers.
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20th century, and they all touch on the rights and benefits of rail workers. A more detailed
review of these labor statutes is available elsewhere (e.g., CBO, 2006). For our purposes, it suf-
fices to say that these laws are not concerned primarily with safety or security issues, although
FELA, at least, could be peripherally relevant in compensating workers following a catastrophic
rail incident.

More important, a separate body of federal legislation has been enacted to create safety
standards and oversight for rail facilities and operations. One of the first of these safety laws
was the Department of Transportation Act of 1966 (P.L. 89-670), which created FRA as an
agency within DOT, dedicated to promulgating and enforcing rail-safety regulations.® A
number of subsequent legislative enactments then expanded on federal powers concerning rail
safety, notably the Hazardous Materials Transportation Act of 1974 (P.L. 93-633), the Hours
of Service Act (34 Stat. 1415), the Signal Inspection Act (P.L. 103-272), the Accident Reports
Act (36 Stat. 350), and the Locomotive Inspection Act (P.L. 103-272).° Most of the federal
statutes concerning rail safety have been consolidated in Title 49 of the U.S. Code (Transpor-
tation), at Subtitle V (Rail Programs), Part A (Safety). According to FRA, regulatory authority
concerning hazardous-materials transportation by rail has been delegated, at least in part, by
the Secretary of DOT to FRA (see FRA, 2008). However, the federal regulations concerning
rail transportation of hazardous materials are codified at 49 C.F.R. 174, and those rules appear
to have been promulgated by the Pipeline and Hazardous Materials Safety Administration
(PHMSA)." Pursuant to these statutes, FRA has become the lead regulatory agency within
DOT in connection with most aspects of rail safety.!" In this vein, the Federal Railroad Safety
Act of 1970 (P.L. 91-458) reportedly authorized FRA to work directly with the states in enforc-
ing federal safety regulations, and related federal-state partnerships are currently administered
under the auspices of FRA’s State Rail Safety Participation Program.'> Pennsylvania is one of
30 states that have entered into a partnership with FRA to enforce federal rail-safety regula-
tions, and PPUC is the lead state agency for this purpose.'?

On September 24, 2008, Congress passed a final version of the Rail Safety Improve-
ment Act of 2008 (P.L. 110-432). This law amends title 49 of the U.S. Code with a number
of provisions intended to improve rail safety. Additionally, the legislation incorporates the Pas-
senger Rail Investment and Improvement Act of 2008, which reauthorizes federal support for
Amtrak. The amendments in the Rail Safety Improvement Act of 2008 cover a range of topics,
including changing the hours of service requirements for railroad employees and contractors,
requiring the deployment of positive train control (PTC) systems along certain corridors, and
mandating new owner/operator requirements in connection with safety at grade crossings,

8 See 49 U.S.C. 103. According to the Federal Railroad Act (1970), the agency has also been given a broader mandate
within DOT, which includes the administration of rail-safety programs and support for research and development in con-
nection with rail safety and rail policy.

9 The Signal Inspection Act and the Locomotive Inspection Act were recodified under the same set of laws (P.L. 103-
272).

10 Federal laws concerning hazardous-materials transportation are not limited in application to the railroads; they appear
at 49 USC, Subtitle ITI (General and Intermodal Programs), Chapter 51 (Transportation of Hazardous Materials).

1 Again, the exception concerns hazardous-materials regulation, which involves intermodal transport rules and for which
DOT appears to have promulgated regulations through PHMSA.

12 See the description in FRA (2007). The core federal rail-safety regulations can be found at 49 C.F.R. 213-228.
13 See the discussion of federal-state partnership in FRA (2007).



24 Improving the Safety and Security of Freight and Passenger Rail in Pennsylvania

among others. In general, the Rail Safety Improvement Act of 2008 appears to extend and
build upon existing federal statutory authorities concerning rail safety, with afhrmative man-
dates for DOT safety regulation in diverse areas pertaining to the operation of railroads (e.g.,
training, maintenance, facilities, reporting, etc.). At the same time, the Act also appears to
recognize state authority in some areas pertaining to rail safety, as where it directs the Secre-
tary of Transportation to develop and make available “to State and local governments model
State legislation providing for civil or criminal penalties, or both, for violations of highway-rail
grade crossing signs, signals, markings, or other warning devices (Sec. 208).” From a state-law
perspective, the full ramifications of the Rail Safety Improvement Act of 2008 are unlikely
become clear until the U.S. DOT promulgates new regulations based on it.

To summarize, many federal laws deal with different aspects of the railroads. Setting
aside the various rail labor laws, there appear to be two main strands of relevant federal legal
authority. One focuses on the business and operational side of railroads and empowers STB
to regulate many of those aspects of the industry, with fairly strong preemption of competing
state authority. The other focuses on the safety of railroad operations and empowers FRA with
primary regulatory jurisdiction over many aspects of it, including operations, equipment, and
infrastructure.

State Railroad Laws in Pennsylvania

The role of Pennsylvania state law in dealing with railroads is more limited than that of federal
law. Notably, several Pennsylvania statutes are currently dedicated to promoting rail economic
development within the state, including the Rail Freight Preservation and Improvement Act
of 1984 (Pa. P.L. 587-119)" (which authorizes the conduct of a state rail freight study, as well
as other grantmaking and regulatory activities by PennDOT to support and sustain state
rail lines) and the State Railroad Infrastructure Act of 2004% (which empowers PennDOT
to form the State Railroad Infrastructure Development Bank and thereby to provide low-
interest loans to rail entities in support of infrastructure development). Together, these statutes
assign responsibility for some aspects of railroad development and oversight, including some
regulatory authority, to PennDOT.'¢ Although not specifically mentioned in the statutes, the
Pennsylvania Bureau of Rail Freight, Ports and Waterways is the PennDOT entity that carries
out many of the department’s rail-development responsibilities and coordinates the technical-
support functions of the department in assisting PPUC on railroad matters."”

For our purposes, a more important set of state laws are those that establish PPUC as an
independent agency and that empower PPUC to regulate some aspects of railroad operations

14 Codified at 55 P.S. (Navigation) Ch. 17 G. (2008), “Rail Freight Preservation and Improvement Act.”
15 Codified at 73 P.S. (Trade and Commerce) Ch. 12D-2 (2008), “State Railroad Infrastructure Act.”

16 \We were not able to find any evidence in an online search of the Pennsylvania Code that PennDOT has ever made
use of its regulatory power concerning railroads pursuant to the Rail Freight Preservation and Improvement Act. The
enabling statute for PennDOT, which appears at 71 P.S. (State Government) 511 et seq. (2008), assigns the department
general responsibility for transportation planning and development but only very limited specific powers in connection with
railroads.

17" See the discussion in Pennsylvania Department of Transportation (n.d.).
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within the state, including rail safety.'s Several related Pennsylvania statutes have imposed spe-
cific safety mandates on rail operations in connection with grade crossings, signaling practices,
and locomotive speedometers.” Beyond those statutory requirements, PPUC has also enacted
some general safety regulations that apply to the railroads.?’ The PPUC Rail Safety Division
notes that PPUC has exclusive state jurisdiction over the construction and safety of public
highway-railroad crossings.?’ PPUC also emphasizes that, pursuant to the Federal Railroad
Safety Act of 1970 (P.L. 91-458), it has entered into an agreement with FRA to enforce a long
list of federal rail-safety regulations within the borders of Pennsylvania.??

Federal Homeland Security Laws: A New Dimension in Rail Oversight

As mentioned above, the federal government passed a raft of new legislation in the wake of the
September 11, 2001, attacks, designed to address threats to the U.S. homeland and to create a
new set of administrative agencies and powers to carry out that mission. Whereas DOT (and
its subordinate agencies) has general jurisdiction with regard to railroad operations and safety
in the United States, primary responsibility for security matters shifted to the new DHS in
2002, as did control over TSA (formerly a DOT agency).?? Particularly striking in this regard,
the federal statute that authorizes DOT to promulgate rail-safery regulations now also says that
DHS will consult with DOT in regard to issuing any security regulation or order that “affects
the safety of railroad operations.”* In effect, this legal provision vests security authority pri-
marily with DHS, while acknowledging that there is overlap between DOT’s safety functions
and DHS’s security functions. Meanwhile, TSA, the lead agency within DHS for dealing with
rail-security issues, has been working collaboratively with DOT in some regulatory areas, per-
haps most notably in developing a list of freight-rail-security action items (TSA, n.d.).

Several of the post-9/11 statutes the federal government has enacted affect (or soon will
affect) security requirements for railroad operations in the United States. The most important
of these is almost certainly the Implementing Recommendations of the 911 Commission Act of
2007 (IRC Act) (P.L. 110-53), which includes extensive provisions relating to railroad security
and requires DHS to (1) develop a national rail-security strategy and risk assessment; (2) compel
rail carriers to undertake their own institutional risk assessments; (3) implement new programs

18 See 66 Pa. S. (Public Utilities) s. 301, 501, 1501 (2008) concerning the establishment and general regulatory powers of
PPUC, and 66 Pa. S. (Public Utilities) Part I, Subpart D, Chapter 27 (Railroads) (2008) concerning specific statutory man-
dates on railroad safety.

19 Again, see 66 Pa. S. (Public Utilities) Part I, Subpart D, Chapter 27 (Railroads) (2008) for specific mandates on railroad
safety.

20 See 52 Pa. Code Chapter 33 (Railroad Transportation) (2008).
21 Per 66 Pa. S. (Public Utilities) s. 2702-04 (2008); see also PPUC (n.d.).

22 See the discussion in PPUC (n.d.). The federal rail-safety regulations enforced by PPUC are codified at 49 CFR
213-228.

23 See generally the Homeland Security Act of 2002 (P.L. 107-296, §§402-403; 7 U.S.C. 202, 203).

24 49 U.S.C. 20103. Although DHS has the power to promulgate rail-security regulations, a brief review of the provisions
Title 6 of the CFR (“Homeland Security”) suggests that DHS has yet to actually do so. In the wake of the August 2007
passage of the Implementing Recommendations of the 911 Commission Act (P.L. 110-53), however, it appears likely that
DHS will be issuing new rail-security regulations in the not-too-distant future.
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for rail-security training, rail-security exercises, and tank-car-security testing; and (4) support
rail-security research and development, both directly and through grant-making activities.?
The IRC Act also includes provisions requiring DHS and DOT to work together to tighten
and update existing security and safety regulations connected with hazardous-materials trans-
portation by rail.2¢ Finally, the IRC Act includes a clarification provision regarding preemption
of conflicting state laws, which basically says that federal rail-security and safety standards will
establish a uniform, national legal floor, but that states may enact stricter security and safety
laws under at least some limited conditions.?”

There does not appear to be any legal activity analogous to the new federal legislation
and authority on homeland security at the state level in Pennsylvania, at least in connection
with railroads. The state does maintain an Office of Homeland Security within PEMA, which
coordinates critical-infrastructure-protection planning within the state and liaises between the
federal DHS and various Pennsylvania state agencies. Presumably, both PennDOT and PPUC
are involved in rail-security planning and assessment activities at the state level, but at present
there are no unique statutory or regulatory provisions specifically regarding these agencies or
their roles in railroad security.

Legal Considerations for State Oversight of Rail Safety and Security

The foregoing review of federal and state railroad laws makes several points clear. First is the
long and complicated history of railroad law and regulation in the United States, particularly
at the federal level. However, many aspects of federal railroad law, such as the various federal
railway-labor acts, have little or no relevance to safety and security issues. Regulation of the
business and operational aspects of the railroads by STB remains very important in the United
States but is again somewhat peripheral to safety and security issues. The primary regulator for
rail safety in the United States is FRA (under its parent, DOT), and FRA partners with many
states (including Pennsylvania) on enforcement of federal rail-safety regulations.

Second, state railroad law and regulatory authority (in Pennsylvania and elsewhere) are
considerably more limited. PPUC is the primary state regulator involved with railroad safety
(and other aspects of rail operations) in Pennsylvania, and it has promulgated some safety regu-
lations. Much of PPUC’s railroad-safety activity, however, has derived from its partnership with
FRA in enforcing federal rail-safety standards. PennDOT, through its Bureau of Rail Freight,
Ports and Waterways, appears to provide technical support to PPUC in its regulatory mission.
And although the state has not been entirely preempted from passing laws related to rail safety,
federal mandates have probably significantly limited the scope for related state activities.

Third, post—September 11 federal legislation on homeland security has considerably com-
plicated the legal landscape regarding railroad security and safety. Although DOT retains its
traditional responsibility for rail safety, DHS has now assumed primary responsibility for rail

25 Implementing Recommendations of the 911 Commission Act of 2007 (110 P.L. 53) at §§1511-1528.
26 Implementing Recommendations of the 911 Commission Act of 2007 (110 P.L. 53) at §§1551-1552.

27 Implementing Recommendations of the 911 Commission Act of 2007 (110 P.L. 53) at §1528. Specifically, state laws
will not be preempted (1) when not in conflict with U.S. law; (2) when necessary to address an essentially local hazard; and
(3) when not unreasonably burdensome to interstate commerce (110 P.L. 53). What this language actually means in prac-
tice, of course, is far from clear.
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security, and the newest set of federal statutory mandates will substantially expand the role of
DHS (and presumably TSA) as a primary regulator of rail security. As a practical matter, there
is a lot of overlap between rail safety and security issues, which presumably means that DOT
and DHS will need to coordinate closely in promulgating and implementing new rail policies.
Meanwhile, in the wake of the IRC Act (and its new preemption clause), the role of the states
(including Pennsylvania) as independent lawmakers regarding rail safety and security appears
likely to be even more limited in the future.

One topic we have not dealt with in this review is the potential for civil liability among
Pennsylvania rail operators, shippers, and other commercial participants in rail freight tran-
sit, in connection with accidents or terrorist incidents involving the rail system. Although
this is also a legal concern that clearly touches on rail safety and security standards, it is an
area mostly outside of current Pennsylvania statutory and regulatory authority. Any future
catastrophic terrorist incidents involving Pennsylvania railroads would likely reveal significant
ambiguity in civil-liability standards, and that ambiguity would likely be resolved, in large
part, under common law.?® The details of this kind of civil liability are beyond the scope of this
report to address. What we can nevertheless say with some confidence is that (1) basic civil-
liability standards connected with rail incidents are likely to be evaluated under state common
law, and (2) rail operators potentially can be held liable by bystander victims in connection
with some catastrophic rail incidents.?

28 We have analyzed some related civil-liability issues elsewhere, in connection with terrorist attacks targeting maritime
shipping and assets. See the discussion in Greenberg et al. (2006).

29 See the discussion of a high-profile toxic railcar fire and subsequent civil litigation in Louisiana, in Adams v CSX, 615 So.

2d 476 (1993).






CHAPTER FOUR
Risk Factors Affecting Rail Safety and Security in Pennsylvania

This chapter provides an overview of key factors contributing to safety and security risks to rail-
roads in Pennsylvania. Here, risk refers to the risk of injury and death of passengers, employees,
and bystanders or community members due to accidents and terrorist attacks, as well as the
direct and indirect economic damages that result. Detailed safety-related risk assessments that
focus on particular aspects of the rail system exist in the peer-reviewed literature (e.g., Ander-
son and Barkan, 2004; Barkan, Dick, and Anderson, 2003; Glickman and Rosenfield, 1984).
The description of risk factors in this chapter is qualitative in nature, and no attempt is made
to determine the cost-effectiveness of any particular measure or to provide a detailed ranking
of risk reduction as a result of specific measures.

Risk, whether due to safety issues or to terrorism, is a combination of “the existence of
threat, the presence of vulnerability, and the potential for consequences” [emphasis in original]
(Greenberg et al., 20006, p. 143). Threat refers to the conditions underlying an accident and the
potential for an attack. The policies of a single state may be able to alter the conditions that
could lead to accidents and may be able to deter terrorist attacks on targets within the state,
but they are unlikely to have much effect on the nationwide terrorist threat. Vulnerability is a
measure of susceptibility to damage or disruption in the event of an accident or attack. Con-
sequences are the potential results, from minor to catastrophic, of an accident or attack. Many
options and measures may reduce these risk factors. For example, effective track maintenance
can reduce the probability, and hence the threat, of railroad accidents; proper design of sta-
tions, e.g., using hardened construction materials and providing clear means of egress, can
reduce their vulnerability; and effective emergency response can reduce the consequences of
hazardous-materials spills.

Our analysis parses risk factors for both safety and security and for both freight and pas-
senger rail systems. Table 4.1 highlights the approach taken to break the analysis into specific
pieces. For the analysis of safety, data on the frequency of accidents are used to characterize the
threat and vulnerability of passenger rail and rail freight systems. Data reported to FRA are
used to estimate direct consequences of accidents in Pennsylvania. Estimating potential indi-
rect consequences from rail accidents is very difficult. To address security-related risk factors,
we use or adapt a number of sources: The threat of attacks on the rail system is drawn from
the RAND—Memorial Institute for the Prevention of Terrorism (MIPT) database of terrorist
attacks, as in Wilson et al. (2007). In that study, a qualitative vulnerability assessment of pas-
senger rail infrastructure components is made based on the accessibility of the components by
a particular mode of attack. We use this assessment for passenger rail vulnerability and extend
it to rail freight. Wilson et al. (2007) also apply the data from the RAND-MIPT database to

assess the potential consequences of terrorist attacks on passenger rail systems. Because of the
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Table 4.1
Data Sources for Analysis of Risk Factors for Rail Safety and Security

Security Safety

Risk Factor Passenger Rail Rail Freight Passenger Rail Rail Freight

Threat RAND-MIPT database RAND-MIPT database Frequency of Frequency of
of terrorist attacks of terrorist attacks, accidents from FRA  accidents from FRA
as in Wilson et al. adapted from Wilson et and FTA data data
(2007) al. (2007)

Vulnerability Proportional to Proportional to Frequency of Frequency of
accessibility of accessibility of accidents from FRA  accidents from FRA
infrastructure infrastructure and FTA data data
component as in component, adapted
Wilson et al. (2007) from Wilson et al.

(2007)

Consequence  RAND-MIPT Extrapolated from FRA and FTA data FRA data on direct
database of terrorist  accidents releasing on direct damages  damages from
attacks, as in Wilson  hazardous materials from accidents. accidents.
et al. (2007). investigated by the

NTSB.

fundamental differences between passenger rail and rail freight, we cannot extend this analysis
directly. Instead, we consider the consequences of several recent catastrophic rail freight acci-
dents involving hazardous materials, as analyzed by the National Transportation Safety Board
(NTSB). These are used to determine order-of-magnitude estimates of potential consequences
resulting from a purposeful attack on rail freight. The remainder of this chapter is organized
along the three components of risk, as shown in Table 4.1. The results derived here inform the
discussion in Chapters Five and Six, in which state-level actions to improve safety and security
are identified and recommendations are made for possible state-level action.

Threats to Rail Systems

The Terrorist Threat to Passenger Rail and Rail Freight
Wilson et al. (2007) use the RAND—-MIPT database of terrorist incidents to determine the
prevalence of types of attacks (e.g., bombings and attacks with small-arms fire) on passen-
gers and components of railroad infrastructure (e.g., trains, stations, bridges). This database
catalogs terrorist attacks worldwide, including events dating back to the 1920s. The incidents
include attacks on both rail freight and passenger rail systems. Tables 4.2 and 4.3, from Wilson
et al. (2007), describe the tactics used by terrorists to attack rail systems and the types of
weapons employed in such attacks. While the majority of terrorist attacks on rail systems in
the RAND-MIPT database are against passenger rail systems, a small subset are against rail
freight.! We regard the threat assessment presented in Wilson et al. (2007) to be valid for both
rail freight and passenger rail systems.

'The majority of terrorist incidents on rail systems are bombings with conventional bombs,
but other tactics have also been successfully employed. On March 20, 1995, the Aum Shin-
rikyo cult attacked the Tokyo subway by releasing sarin, a nerve gas, killing 12 and injuring

1 Wilson et al. (2007) noted that of all attacks on rail, 55 percent were on passenger rail, 10 percent were on freight, and

the remaining 35 percent were undetermined (p. 7, footnote 2). They included all the rail attacks in their analysis.
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Table 4.2

Terrorist Tactics in Rail Incidents Since the 1920s, Worldwide
Tactic Number Percent
Bombing 708 80
Armed attack 55 6
Sabotage 49 6
Arson 29 3
Unconventional attack 24 3
Unknown 9 1
Logistics activity (nonattack) 5 1
Kidnapping 3 0
Barricade or hostage 2 0
Hijacking 2 0
Total 886 100

SOURCE: Wilson et al., 2007, p. 9.

NOTE: Sabotage is willful damaging of railroad infrastructure, such as
removing tie bars to create a track hazard. Logistics activity consists of
incidents in which terrorists used or targeted a train, but an attack did
not occur.

Table 4.3
Weapons Used in Attacks on Rail Systems

Weapon Number Percent
Explosives 643 77
Fire or firebomb 39 5
Firearms 51 6
Chemical agent 17 2
Radiological agent 3 0
Threat 65 8
Unknown 18 2
None 1 0
Total 837 100

SOURCE: Wilson et al., 2007, p. 10.

NOTE: There are 49 fewer total incidents here than in
Table 4.2, because sabotage incidents (shown in Table 4.2) do
not involve a weapon and are therefore not included here.

thousands (Jenkins and Gersten, 2001). On October 9, 1995, the Amtrak Sunset Limited
was purposely derailed on a trestle, instigating a derailment that killed at least one person and
injured 65 others, 20 of them critically (Graebner, 1997). These incidents—one against a heav-
ily used urban transit system and the other in a remote area—illustrate the range of threats
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and situations that must be considered in efforts to improve rail safety and security in Penn-
sylvania, a large state that has both densely populated urban areas and sparsely populated and
remote rural areas.

Intermodal container shipments are also an area of security concern for Pennsylvania, but
not an area in which rail-specific security measures are likely to be effective. To date, security
in containerized freight has been of concern primarily in the maritime domain at the national
level. It is addressed in detail in a number of pieces of federal legislation, most recently the
SAFE Port Act of 2006 (P.L. 109-347). The only rail-specific provision in the SAFE Port Act
establishes a center for testing radiation-screening equipment for on-dock rail. The center is to
be established at a public facility where the majority of laden-container movements are directly
to on-dock rail. Norfolk Southern, CSX, and Canadian Pacific (through Grand Trunk) have
on-dock rail access at Philadelphia. Philadelphia, however, is not a major container port and
would not be a likely candidate for such a test center. Any additional legal requirements would
need to be federally mandated.

All of the containers that enter the United States are subject to a risk analysis based on
factors such as the status of the shipper and the manifest and, when indicated, are subject to
nonintrusive and possibly hand inspection (Willis and Ortiz, 2004). Therefore, any container
of foreign origin traveling through Pennsylvania, whether by rail, truck, or inland waterway,
has been cleared by U.S. Customs and Border Protection, though some risk always remains.

As discussed in Chapter Two, there are several intermodal rail-truck facilities in Penn-
sylvania which facilitate the transshipment of goods from truck to rail freight and vice versa;
additional organized inspection of containers could take place at these facilities. However, the
facilities transship only a fraction of the containerized freight that travels through Pennsyl-
vania, providing little additional opportunity for reducing risk. For example, the Rutherford
Intermodal Terminal outside of Harrisburg is capable of transshipping 250,000 containers
per year, or approximately 700 containers per day, and is part of Norfolk Southern’s network
that moves containers from the port of Norfolk to the Midwest. In the event of an emergency
requiring the isolation of a container for further inspection, it would be possible to isolate a
truck or divert a train to a siding, provided the container can be located.

Rail Accidents in Pennsylvania, 1998-2007
Both FRA and FTA require rail operators to submit reports of rail incidents. This provides a
body of evidence to draw on to assess the threat to safety.? FRA receives, compiles, and ana-
lyzes incident data from the Class I freight carriers, commuter railroads, and Amtrak (Federal
Railroad Administration, Office of Safety Analysis, 2008). The reported incidents are those
that meet a minimum level of injury or physical damage. They are compiled and analyzed to
develop and assess compliance and the success of rail-safety laws, programs, and initiatives.
FRA classifies railroad incidents into several categories, as shown in Table 4.4. Table 4.5
summarizes data collected by FRA on the types of incidents experienced on freight and pas-
senger rail systems in Pennsylvania (Amtrak and commuter rail) from 1998 through 2007.
The majority of accidents and incidents are classified as “other,” with the rest classified as train

2 FTA incident data for Pennsylvania rail carriers were provided to RAND by FTA. In risk analysis, the product of threat
and vulnerability is commonly referred to as the likelihood of an event. An accident rate as derived here for Pennsylvania
inherently takes into account both of these factors. For this reason, we do not consider safety concerns in the following
subsection on rail-systems vulnerability.
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Table 4.4
FRA Accident/Incident Reporting Requirements

Type of Accident/Incident Definition Reporting Requirements
Train accident Collision, derailment, fire, etc., involving  Threshold damage value of
on-track equipment. $8,500 (in 2008) or hazardous

materials are involved.

Train incident Event involving on-track equipment that  No monetary threshold level.
results in a reportable casualty.

Non-train incident Event not involving on-track equipment No monetary threshold level.
that results in a reportable casualty.

Highway-rail grade-crossing Impact between on-track rail equipment

accident/incident and a highway user (any mode of
surface transportation) at a designated
crossing site.

Other accidents/incidents Includes obstruction accidents, Results in death, injury, or
explosions, fires, other impacts, and occupational illness.
“other.”

SOURCE: Federal Railroad Administration, Office of Safety Analysis, 2008.

Table 4.5
Rail Accidents and Incidents in Pennsylvania, 1998-2007

Freight Railroads Amtrak, SEPTA, and NJT

Type of Accident/Incident Number  Percent Number Percent
Train accidents/incidents 870 26 217 5
Highway-rail grade crossing 685 21 33 1

accidents/incidents

Other accidents/incidents 1,759 53 3,904 94

SOURCE: FRA accident/incident data from Federal Railroad Administration, Office of
Safety Analysis, 2008.

NOTE: Train accidents must meet a threshold value of damages to be reported. SEPTA
incidents are for heavy rail only.

accidents or highway-rail grade-crossing accidents/incidents, for both rail freight and passenger
rail.?

'The principal area of concern with respect to safety and security in rail freight is the ship-
ment of hazardous materials, which is governed by DOT’s PHMSA. All accidents involving
hazardous materials are reported to the National Response Center regardless of the amount
of damages (which are also tabulated differently from those reported by FRA). Because of
the different reporting requirements of FRA and PHMSA, the numbers of reported incidents
involving hazardous materials differ. For example, in 2007 in Pennsylvania, one train accident
in which two railcars released hazardous materials was reported by FRA (U.S. Department of
Transportation, 2008), but 36 hazardous-materials incidents involving rail were reported by

3 Highway-rail grade-crossing accidents that result in a fatality are also reported to the National Response Center. An
investigation by 7he New York Times revealed discrepancies among FRA accident records and National Response Center
accident records, indicating that many accidents are not promptly reported (Bogdanich, 2004).
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PHMSA (Federal Railroad Administration, Office of Safety Analysis, 2008). Table 4.6 lists
train accidents involving hazardous materials, as reported by FRA, from 1998 through 2007.

For passenger rail, FTA also classifies incidents into the general categories of collision,
derailment, evacuation, fire, not otherwise classified, security, and suicide. Security incidents
reported to FTA are largely fare-jumping and other crimes. To date, no rail-security incidents
in the United States have been related to terrorism. Those incidents “not otherwise classified”
are typically slips and falls within the transit system that result in minor injuries.* Table 4.7
presents data collected by FTA on rail incidents in Pennsylvania that occurred on SEPTA,
PATCO, and PAT rail lines. Incidents occurring on NJT are excluded from the data because
FTA does not report incidents by location, and most of the accidents on NJT occur in New
Jersey.

Table 4.6
Train Accidents Involving Hazardous Materials in Pennsylvania,
1998-2007, as Reported by FRA

Type of Accident Number
Hazardous-materials releases 13
Hazardous-materials releases per train accident 0.015
Cars carrying hazardous materials in accidents/incidents 1,363
Cars carrying hazardous materials damaged/derailed 261
Cars releasing hazardous materials 38

SOURCE: FRA accident/incident data from Federal Railroad Administration, Office of
Safety Analysis, 2008.

NOTE: Train accidents must meet a threshold value of damages to be reported.

Table 4.7
Average Annual Passenger Rail Incidents in Pennsylvania,
2002-2007, as Reported by FTA

Average Incidents

Type of Incident per Year
Collision 319
Derailment 7
Evacuation 1"
Fire 14
Not otherwise classified 724
Security 800
Suicide 3

SOURCE: FTA, data provided to RAND.
NOTE: Excludes incidents that occurred on NJT.

4 Timothy Braxton, “Explanation of FTA Safety and Security Data for New Jersey and Pennsylvania,” sent to Liisa Ecola,
February 8, 2008.
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Vulnerability of Rail Systems in Pennsylvania to Terrorist Attacks

The existence of a terrorist threat to rail or a pattern of safety incidents becomes of concern when
the threat or accident exploits a vulnerability of rail equipment and infrastructure, employees,
passengers, or bystanders. Vulnerabilities of rail systems to a specific attack are indications of
the practicality of such an attack, assuming standard security measures are in place (Wilson et
al., 2007).> The concept of vulnerability can be applied to specific pieces of infrastructure, such
as 30th Street Station in Philadelphia, or combinations of infrastructure, such as the Norfolk
Southern corridor connecting Pittsburgh and Harrisburg. The combination of threat and vul-
nerability is sometimes referred to as the likelihood of an attack (Greenberg et al., 2000).

Wilson et al. (2007) performed an analysis of a “notional” urban passenger rail system
that includes underground, grade, and elevated infrastructure. They developed a matrix of
vulnerabilities of infrastructure components to specific attack modes (Wilson et al., 2007,
Figure A.2). Their approach was to assess the “practicality of a given attack mode” for each
infrastructure component. For example, a truck-sized bomb would be difhicult to transport to
an underground station, so underground infrastructure would have relatively lower vulnerabil-
ity to this mode of attack than would an aboveground station with roadside access. Wilson et
al. (2007) concluded that stations and pathways are more vulnerable than other infrastructure
components and that aboveground and elevated infrastructure is generally more vulnerable
than underground infrastructure. Certain terrorist tactics, such as the use of unconventional
weapons, armed attacks, and the use of small bombs carried by persons, are well suited to in-
train attacks. System operation and power infrastructure was judged to be highly vulnerable to
many attack modes, because it is generally accessible, although it may be in a different location
from the principal components of a passenger rail system.

The vulnerability of components of rail freight infrastructure can be assessed by taking
a point of view similar to that of Wilson et al. (2007). Table 4.8 lists the components of pas-
senger rail infrastructure considered in Wilson et al. (2007) and the analogous components of
rail freight infrastructure. Though there are significant differences in the structure and opera-
tion of these systems when considered on a component-by-component basis, this approach may
yield insights into key vulnerabilities. However, several components of passenger rail systems
do not have analogous components in the rail freight system—for example, there are no public
stations or access pathways for rail freight.

Taking an approach similar to that of Wilson et al. (2007), we consider the practicality of
using specific attack modes on the rail freight infrastructure components listed in Table 4.8. In
contrast to urban passenger rail systems, rail freight systems consist predominantly of ground-
level infrastructure, much of it on partially controlled right of way. The partially controlled
right of way provides frequent vehicle and pedestrian access points, making attacks quite prac-
tical, with the tracks having greater vulnerability to large bombs and incendiaries than if they
were secured along their length. Vehicle access to bridge and tunnel infrastructure is limited
in most cases, but bridges and tunnels are easily accessed by persons, making them relatively
more vulnerable to small bombs and incendiaries; moreover, much of this infrastructure is
remote and therefore difficult to secure and guard. We did not investigate the security of yard

> The standard security measures assumed by Wilson et al. (2007) are perimeter surveillance systems; rail-station surveil-
lance systems; uniformed patrols; rapid-deployment forces; and an automated vehicle-locator system to detect out-of-the-
ordinary delays in trains that might indicate that an attack has occurred.
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Table 4.8

Passenger Rail Infrastructure Components and Analogous Rail Freight Infrastructure Components

Passenger Rail Infrastructure
Component or Attack Scenario

Weapon placed inside train car

Underground station
Underground access

Underground infrastructure

External underground attack on
train

Ground-level station

Ground-level track and
infrastructure

External ground-level attack on
train

Elevated track and infrastructure
Elevated station

System operation and power
infrastructure

Analogous Rail Freight
Infrastructure Component
or Attack Scenario Assessment of Vulnerability
Weapon placed on
dwelling locomotive or

Vulnerability to rail freight is lower because of
limited public access to yards.

car

None -

None -

Tunnels Underground components of rail freight systems
are typically not as extensive as those of urban
passenger rail systems and may be more easily
accessed.

None —

None -

Yard and loading —
infrastructure

Track, partially controlled Physically separated from other traffic but with
right of way frequent highway-rail grade crossings permitting
access.

Track, fully controlled
right of way?

Physically separated without grade crossings
or legal means of access; may include widely
separated grade crossings.

External attack on —
dwelling locomotive or
car

External attack on
moving locomotive or
car

Assumed to have a lower vulnerability than a
dwelling train for certain attack modes.
Bridges —
None —

System operation and
control infrastructure

Refers to dispatch and system operations;
vulnerability is lower than that for passenger
rail systems because freight tracks are typically
unpowered, and control centers may be remotely
located and redundant.

@ Formal designations of rights of way for urban transit systems appear in Vuchic (2007, p. 47). Here we extend
Vuchic's definitions slightly to accommodate both urban and rural rail systems.

and loading infrastructure. In general, yards are fenced and may be further secured by con-
trolled access points for people and vehicles and remote video surveillance; security forces may
also be employed. For this reason, we conclude that the practicality of carrying out an attack
on yard and loading infrastructure is similar to that of ground-level track on infrastructure for
passenger rail systems, to which unlimited public access is not generally available.
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Attacks on freight trains would also be quite practical.® Standoft attacks could be car-
ried out at points throughout the system. A weapon could be placed on a locomotive or rail
car whenever it is at rest (or “dwelling”). Cars and locomotives are stopped for long periods
of time only at rail yards, although they often come to rest for shorter periods at signals and
on sidings. There is vulnerability whenever they are accessible. The vulnerability of unsecured
dwelling trains has been identified by PHMSA, FRA, and TSA and is an explicit part of the
security actions being taken at the federal level (Gorton, 2008; Pipeline and Hazardous Mate-
rials Safety Administration and Federal Railroad Administration, 2008). Unlike passenger rail
information, rail freight operational schedules and procedures are not readily available, making
the targeting of specific shipments relatively more difficult.

These observations may be applied to assess qualitatively the vulnerability of rail in Penn-
sylvania. The preponderance of the passenger rail system consists of ground-level stations
and track. Much of the Amtrak system shares railroad tracks with rail freight, and most sta-
tions serve very few people. The notable exceptions are 30th Street Station in Philadelphia,
the Amtrak station in Harrisburg, and the Amtrak station in Lancaster. The concentrations
of people at other Amtrak stations would seem to be too low to attract an attack. SEPTA,
PATCO, and Pittsburgh light rail have sections of track underground, with underground sta-
tions that serve many passengers; an attack on any of these infrastructures could result in many
casualties and severe disruption to those transit systems.

Rail freight infrastructure in Pennsylvania is extensive, and public access is not generally
controlled. In some urban and suburban areas, rail freight travels along private rights of way,
which limits access and vulnerability. Rail freight yard and loading infrastructure is not pub-
licly accessible in the same way that passenger stations are.

Consequences

The consequences of rail safety and security incidents may be classified as direct or indirect.
Direct consequences are fatalities, injuries, and damage to facilities and rail infrastructure.
Indirect consequences result from the disruption of passengers or freight flows by the incident
and the response to it.

Direct Consequences of Passenger Rail and Rail Freight Accidents in Pennsylvania
Tables 4.9 and 4.10 present the human and economic consequences of rail accidents and inci-
dents in Pennsylvania over the 10-year period ending in December 2007. The tables contain
national rate data for comparison purposes.”

Summary statistics of accidents and incidents provide some insight into the actual con-
sequences of rail accidents.® Over the past decade, Pennsylvania experienced approximately

© We do not consider cases in which an attack uses the rail system as a conveyance—for example, terrorist contamination
of a shipment of food being transported via rail.

7 We have not attempted to account for factors that may explain the difference between U.S. and Pennsylvania accident
rates.

8 The summary statistics should not be used for predictive purposes. A number of other factors regarding railroad acci-
dents are omitted from this analysis, including, but not limited to, the class of track, the hours of service of the crew, and
the maintenance conditions of the track or grade crossing.
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Table 4.
Dae:\tis :nd Injuries from Rail Accidents and Incidents in Pennsylvania, 1998-2007

Freight Railroads® AMTRAK, SEPTA, NJT
Type of Accident/Incident Deaths Injuries PA RateP U.S.Rate® Deaths Injuries PA RateP U.S.Rate®
Train accidents 0 19 0.022 0.11 1 79 0.37 0.81
Highway-rail grade-crossing 39 147 0.27 0.45 6 25 0.94 0.87
accidents/incidents
Other accidents/incidents 115 1,690 1.03 1.03 80 3,996 1.04 1.02
Employee on dutyd 3 1,481 148 2 2,469 247
Trespasser® 108 120 23 70 42 1N
Annual average 27 346 16 661

SOURCE: Federal Railroad Administration, Office of Safety Analysis, 2008.

NOTES: For reporting to be required, damages in train accidents must meet a threshold value (8,500 in 2008)
or the accident must involve a non-employee injury requiring medical attention beyond first aid, an injury to an
employee that results in lost work time, or restrictions on duties.

@ Freight railroads including switching railroads.

P The rate in Pennsylvania is deaths or injuries per event for accidents/incidents and per year for employees on
duty and trespassers.

€The U.S. rate is national average per event.
d Employee on-duty injuries include reported illnesses.
€ Trespasser does not include highway-rail accidents and incidents.

Table 4.10
Direct Economic Damages of Train Accidents and Incidents in Pennsylvania,
1998-2007

Freight Railroads® Amtrak, SEPTA, NJT
Economic Damage Number Percent U.S.Percent Number Percent U.S.Percent
Less than $100,000 754 87 82 206 95 91
$100,001-$500,000 920 10 13 9 4 7
$500,001-$1,000,000 19 2 3 0 0 1
More than $1,000,000 7 1 2 2 1 1

SOURCE: Federal Railroad Administration, Office of Safety Analysis, 2008.

@ Freight railroads include switching railroads. Damages are to rail equipment and track,
including labor but excluding clearance of wrecks. Reportable damages in train accidents
must meet an inflation-adjusted threshold value, which in 2008 is $8,500.

330 reportable rail freight accidents and incidents annually, or slightly less than one per day
(see Table 4.5). The majority of these accidents and incidents are categorized as “other,” and
slightly more than one death or injury occurred per incident. The casualty rate for highway-
rail-grade-crossing accidents is 0.27 per event. Between 1998 and 2007, no deaths and 19 inju-
ries were reported to have resulted from train accidents in Pennsylvania. The casualty rate was
0.022 per event, which is approximately one-fifth the national average rate.
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Casualty rates for passenger rail are higher, due in part to the fact that passengers, in
addition to employees, are typically at direct risk. Over the 10 years ending in December
2007, there were approximately 4,200 FRA-reported accidents and incidents in passenger rail
in Pennsylvania, or approximately 11 incidents every 10 days. Train accidents resulted in 80
casualties, and highway-rail-crossing accidents resulted in 31. The majority of injuries, how-
ever, were due to accidents in the “other” category.

Table 4.10 presents distributions of direct damages to equipment and infrastructure
incurred as a result of train accidents and incidents. The majority of train accidents and inci-
dents (87 percent of freight and 95 percent of passenger) incur less than $100,000 each in
damages. The majority of the remainder (10 percent for freight and 4 percent for passenger)
incur damages of between $100,000 and $500,000. Very few rail accidents in Pennsylvania
have resulted in significant economic consequences. Between 1998 and 2007, seven rail freight
accidents incurred damages greater than $1 million. Only two passenger rail accidents resulted
in direct damages greater than $1 million.

Potential Direct Consequences of Terrorist Attacks on Passenger Rail and Rail Freight
Direct consequences of terrorist attacks against rail systems and accidents have been limited.
Wilson et al. (2007) calculated an average of four fatalities and 13 injuries per successful ter-
rorist attack on passenger rail systems.” Of course, the tactic employed by the terrorists has a
significant effect on the number of people killed and injured in an attack, and average values
do not take into account worst-case scenarios. The median casualties of attacks resulting in at
least one casualty are one fatality and 10 injuries; if all attacks are included in the calculation,
the median value is zero casualties (Wilson et al., 2007). The most common tactic employed
against rail systems by terrorist groups is the use of small bombs, which when detonated at
the appropriate time and place can cause significant casualties. The March 2004 attacks on
the Madrid regional rail system comprised 10 coordinated successful bombings and resulted
in 191 deaths and more than 1,800 injuries; the July 2005 bombings on the Tube in London
comprised three suicide bombings, in which 39 people were killed and more than 660 were
injured (Wilson et al., 2007).

The majority of terrorist attacks on rail have been against passenger rail systems, so it is
not possible to make an empirical estimate of the direct consequences from an attack on rail
freight. However, it is possible to infer a range of potential consequences by considering past
accidents and incidents involving rail freight (see Tables 4.9 and 4.10). As discussed above,
accidents and incidents do not, on average, result in significant casualties or damages. How-
ever, damages resulting from accidents may not necessarily indicate the potential human and
economic consequences of a successful attack on the rail freight system. Several examples of
recent accidents help to illustrate these potential consequences:

* On October 20, 2006, a Norfolk Southern unit train transporting 83 tank cars filled
with denatured fuel ethanol derailed while crossing the Beaver River in New Brighton,
Pennsylvania. Approximately 20 of the tank cars ruptured, releasing ethanol that caught
fire and burned for two days. Several blocks surrounding the accident were evacuated.
There were no fatalities or injuries. The cause of the accident was a track defect. NTSB

9 Multiple simultaneous bombings were each counted as a single attack. The March 1995 sarin gas attacks on the Tokyo
subway, which killed 11 and injured more than 5,000 (Jenkins and Gersten, 2001), are excluded from this calculation.
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determined that the defect should have been detected during routine rail inspections
but that Norfolk Southern’s procedures allowed for anomalies during testing (National
Transportation Safety Board, 2008c). NTSB has not released a complete report of the
accident, which would include an estimation of damages.

* On January 6, 2005, a Norfolk Southern train was traveling through Graniteville, South
Carolina, when it encountered an improperly aligned switch and was diverted from the
main line to an industrial track, where it struck a parked train. The locomotive and 16
of the 42 freight cars derailed. Three freight cars contained chlorine; one of them was
breached, releasing chlorine gas. The train engineer and eight other people died as a result
of the gas release, and more than 500 people were documented as injured. More than
5,000 people were evacuated. Damages resulting from the accident totaled more than
$7.8 million. The cause of the accident was human error—the switch was improperly
aligned (National Transportation Safety Board, 2005).

* On January 18, 2002, 31 of 112 cars of a Canadian Pacific Railway train derailed near
Minot, North Dakota. Five of the derailed cars contained anhydrous ammonia. These
cars were breached, releasing their contents as a vapor cloud. The incident resulted in one
death, 11 serious injuries, and more than 300 other injuries. Among the injured were two
crew members. Direct damages amounted to more than $3.0 million, but environmental
remediation costs were reported to exceed $10 million. Track defects were determined to
be the primary cause of the accident (National Transportation Safety Board, 2004).

To generalize using the above severe accidents as a guide, direct human consequences
from a successful terrorist attack on the rail freight system could be tens of deaths, hundreds of
injuries, and tens of thousands of persons evacuated. Direct economic consequences could be
in the tens of millions of dollars.!

We can draw several conclusions from this high-level look at rail accidents and incidents
in Pennsylvania. First, a significant number of rail accidents and incidents occur, about one per
day for both freight and passenger rail. Second, the majority of these incidents do not cause
injury or significant damages. Third, using prior experience to estimate the consequences of
accidents and terrorist attacks may result in understating the potential for damages.

Indirect Consequences of Safety and Security Incidents in Pennsylvania

None of the available data sources assess the indirect economic consequences of prior rail acci-
dents. Indirect consequences are those that result from the disruption in service that accom-
panies a rail accident or attack. Given that so many accidents and incidents have occurred
without significant economic harm, we conclude that both freight and passenger carriers have
developed methods to adjust operations to accommodate minor accidents and incidents, limit-
ing the magnitude of indirect economic consequences as well. Experience in accommodating
regular accidents and incidents and disasters has shown that indirect consequences of either
accidents and incidents or terrorist attacks are not catastrophic. Derailments and collisions are
common occurrences that are part of day-to-day operations of railroads. Occasionally, such
as in the New Brighton, Pennsylvania, derailment, the accident causes significant damage to
a bridge or other piece of infrastructure, but railroads are used to accommodating these acci-

10 A more accurate estimate would quantitatively take into account a number of factors, including, but not limited to, the
population density in the area, the atmospheric conditions, the time of day, and the quality of the emergency response.
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dents without significant losses. An example of a catastrophic incident that was accommodated
quickly is the damage to the CSX Gulf Coast Line, which was heavily damaged during Hur-
ricane Katrina in August 2005. The storm surge destroyed a two-mile-long bridge across St.
Louis Bay, along with significant additional rail and transportation infrastructure within the
region. Most services were reconstituted within weeks; the bridge repair was completed in five
months (CSX Transportation, 2006b).

Key Causes and Factors Influencing Vulnerability and Consequences

The frequencies of the types and principal causes of train accidents and incidents in Pennsylva-
nia for freight and passenger rail are shown in Table 4.11. For rail freight, the dominant type
of accident is a derailment, and the dominant cause is a track defect. For passenger rail, the
dominant type of accident is “other,” and the dominant cause is “miscellaneous,” yielding little
insight into the key factors involved. Human errors are cited as the primary cause in 34 percent
of rail freight accidents and 19 percent of passenger rail accidents.

The large-scale damages that could result from a spill of hazardous materials have been
widely acknowledged, and the causes have been the subject of significant study. Most prior
analyses have focused on derailments, since in general, derailments at high speed have the great-
est potential consequences. Collisions generally occur at lower speeds and in yards (Anderson
and Barkan, 2004), resulting in few releases of hazardous materials. In general, previous stud-
ies have validated the usefulness of emergency response and have linked damages to particular
track and equipment failures.

Glickmanand Rosenfield (1984) studied risksarising from the release of hazardous materials
from rail tank cars during derailments. They analyzed accident data from 1975 to 1978, a period
when railroads were in financial difficulty and railroad maintenance was frequently deferred;

Table 4.11
Types of Train Accidents and Incidents in Pennsylvania and Major Causes, 1998-2007

Freight Railroads? AMTRAK, SEPTA, NUT

Type of Accident/Incident Number  Percent U.S.Percent Number Percent U.S.Percent

Collision 57 7 7 25 12 6
Derailment 691 79 74 64 29 35
Other 122 14 18 128 59 59

Principal cause

Human error 292 34 39 42 19 27
Track 353 1 35 52 24 31
Motive power/equipment 93 1" 12 50 23 23
Signal 23 3 2 15 7 1
Miscellaneous 109 13 13 58 27 18

SOURCE: Federal Railroad Administration, Office of Safety Analysis, 2008.
@ Freight railroads include switching railroads.
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derailments were more frequent then than they are today (Weatherford, Willis, and Ortiz,
2008, p. 25). The key findings in the study stem from the sensitivity analysis that was per-
formed to test the robustness of the results. Certain obvious conjectures hold: Whenever
the railroad traffic or population in the vicinity of railroad lines increases, the risk increases
proportionately.

But appropriate emergency response can significantly limit the scale of consequences resulting
from incidents.

Anderson and Barkan (2004) analyzed FRA accident data for 1992 through 2001, along
with data on track class," to determine accident rates for Class I and non—Class I freight trains.
The maximum permissible speed on a given section of track is a function of the track’s class,
with higher speeds permissible on higher classes of track. Track class is an indirect indicator
of the level of maintenance and should be an indicator of the rate of derailment.’? Overall, rail
accident rates (defined as the number of accidents per million train-miles) increased from 1997
to 2001, largely due to the increase in accidents in yards. However, with few exceptions, trains
travel more slowly in yards than on main-line track, so with respect to the potential release of
hazardous materials, the increase in yard accidents is not a major concern.

Over the study period, derailments were the primary cause of hazardous-materials releases.
For Class I and non—Class I railroads, derailments accounted for 346 of 377 cars releasing haz-
ardous materials, or 92 percent. The rate for cars traveling on higher-class track is not substan-
tially higher than that for cars traveling on lower-class track. The rates of release for non—Class
and Class I railroads are similar, but the main-line derailment rate for non—Class I freight
trains is significantly higher than that for Class I freight trains. Anderson and Barkan (2004)
hypothesize that the difference in derailment rate can be attributed to the lower classes of track
on which these railroads typically operate. This is an important observation to consider for
Pennsylvania, because non—Class I railroads operate a significant fraction of track-miles.

In another analysis, Barkan, Dick, and Anderson (2003) applied several statistical tech-
niques to determine factors related to hazardous-materials risk, including the speed at which the
train is traveling when derailment occurs, the length of the train, the number of cars derailed,
and the financial extent of damages. The authors found positive correlations between speed,
the number of cars derailed, and the proportion of hazardous-materials cars that released their
contents.

Additional analyses were performed using the FRA accident causes: track, equipment,
human errors, signal, and miscellaneous.”> Broken rails or welds are among the highest-
frequency causes of accidents, but high-speed accidents are significantly more severe. Bearing
failure causes many high-speed accidents, since bearing loads are heavier at higher speeds, but
does not often result in severe accidents. The authors conclude that track defects tend to cause
the most-severe accidents, including those releasing hazardous materials.

1 Nine classes of track are designated by FRA. Class 9 is the highest quality, with allowable passenger train speeds up to
200 mph. Freight-train speeds are designated only up to Class 5, on which they are allowed to travel up to 80 mph. Track
classes are designated with Arabic numbers, while railroad carrier classes are designated with Roman numerals (Class I, II,

and III).

12 The authors note several caveats. First, track class was never intended to be used as an indicator of maintenance level.
Second, trains do not often operate at slower speeds than permitted (as discussed in Chapter Five).

13 Highway-rail-grade-crossing accidents were not included in the analysis.



CHAPTER FIVE
Review of Recent Activity to Improve Rail Safety and Security

This chapter describes major federal and state initiatives to improve rail safety and security.
While it provides examples of best practices that may be considered models as Pennsylvania
considers possible actions, it is not intended to be comprehensive. As discussed in Chapter
Three, the authority for regulating rail safety and security resides largely with the federal gov-
ernment. Here, we discuss how several states have been able to implement programs to improve
rail safety and security within that structure. Examples include recent actions by California
and New Jersey to improve rail safety and security for rail freight. In California, CPUC—the
FRA partner in implementing safety regulations—is the state body taking the lead. In New
Jersey, the state OHS is working with the rail carriers and DHS to improve security of rail
systems. This chapter also discusses Pennsylvania’s current situation with regard to rail-safety
inspections and railroad-safety training for local communities.

Major Federal Initiatives

Programs Addressing TIH Risk

At the federal level, DOT and DHS have been collaborating on initiatives to improve secu-
rity in rail transportation of TIH materials. The first major initiative, known as the Toxic by
Inhalation Hazard Risk Reduction Program, assumes that risk in the transportation of TTH
materials is directly proportional to the dwell time and volume of those materials being trans-
ported through high-threat urban areas.! The program seeks to reduce risk through four spe-
cific actions:

* “The establishment of secure storage areas for railcars carrying Toxic Inhalation Hazard
(TIH) materials;

* 'The expedited movement of trains transporting railcars carrying TTH materials;

* 'The positive and secure handoff of TTH railcars at points of carrier interchange and at
points of origination and delivery; and

* 'The minimization of unattended loaded tank cars carrying TTH materials” (Transporta-
tion Security Administration, 2000).

To provide support for these recommended actions, TSA analyzed in-transit data on ship-
ments of TTH, radioactive, and explosive materials from June 2005 through June 2006. These

U 'The term high-threat urban area (HTUA) has been adopted by DHS to describe cities with both high populations and

high population densities. Under this measure, New York receives the highest ranking.

43
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data were compared with geographic data on the population living near rail facilities. Addition-
ally, TSA has been performing site surveys of rail facilities in and around U.S. cities to assist
in the implementation of the program. According to TSA, as of January 2008, almost 1,500
surveys had been performed at almost 250 locations, representing 33 rail carriers (Gorton,
2008). The areas receiving surveys were chosen on the basis of a measure of population-density-
weighted population, with the first set of surveys taking place in New York and New Jersey.
TSA reports that although shipments of TTH materials have increased 10 percent since the ini-
tiation of the program, risks have been reduced because dwell times have been reduced, storage
areas are secured, and customers are receiving shipments more quickly (Gorton, 2008).

The second major federal initiative is an update to the hazardous-materials transportation
rules that will encourage carriers to further reduce risks by transporting TIH materials over
the “safest and most secure commercially practicable routes” (Pipeline and Hazardous Mate-
rials Safety Administration and Federal Railroad Administration, 2008). To determine the
safest and most secure route, carriers are to collect and analyze data regarding the quantity and
routing of shipments of hazardous materials, taking into account the proximity of the routes
to population centers. The revised transportation rules formalize policies regarding reducing
the quantity of hazardous materials and the length of time they are left unattended and ensur-
ing an appropriate handoff between shippers, carriers, and consignees. No specific guidance
is given regarding methods for determining the safety and security of a route, but a list of 27
factors related to safety, security, and rail operations to be considered is provided. DOT is in
the process of developing analytical tools to assist carriers in estimating risk and improving
recovery, and it expects to release a final rule later in 2008 (Schoonover, 2008).

Advanced Signaling Technology

FRA has made implementing a new generation of signaling technology, positive train control
(PTC), a priority since 1997. This technology has been on the National Transportation Safety
Board’s “Most Wanted List” since 1990 (NTSB, 2008b). PTC systems consist of sensors, loca-
tion and communications equipment, and advanced computing systems that together provide
detailed and accurate information regarding the status of operations on a rail network. In addi-
tion to improving safety, PTC systems are anticipated to increase the capacity of the existing
track and improve the efficiency of rail operations by allowing closer spacing of trains; they will
also reduce operating and maintenance costs by taking these factors into account when rout-
ing and scheduling trains. According to FRA, “Pilot versions of PTC were successfully tested
a decade ago, but the systems were never deployed on a wide scale” (FRA, 2007). The reasons
given for the slow development and implementation of PTC systems include cost, technologi-
cal challenges, and a lack of standards (FRA, 2005b). This new technology would have likely
prevented railroad accidents such as the 2005 Norfolk Southern collision near Graniteville,
South Carolina, and the 1987 Conrail collision near Chase, Maryland. While the cause of the
September 2008 Metrolink—Burlington Northern Santa Fe (BNSF) collision in Chatsworth,
California, is still under investigation, some authorities claim that PTC would have prevented
that tragedy as well.

Amtrak has begun to implement PTC systems along the Northeast Corridor and the
Keystone Corridor. Class I railroads operating on these corridors have partially equipped their
locomotives with the technology necessary to use Amtrak’s signaling systems. There does not
appear to be an effort to implement PTC systems elsewhere in the state. The Railroad Safety
Enhancement Act of 2008 (P.L. 110-432) requires the Class I railroads to implement PTC on
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lines carrying hazardous materials and lines carrying both freight and passengers by 2015. This
would include nearly all of the major railroad corridors in Pennsylvania.

While they increase safety, PTC systems may also create new safety and security vulner-
abilities if the systems malfunction or are compromised. And the integration of technologies
and communications systems may create additional unforeseen vulnerabilities. Hartong, Goel,
and Wijesekera (2008, p. 57) have noted that “due to their reliance on wireless communica-
tions, PTC systems are vulnerable to attacks that can compromise safety and potentially cause
serious accidents.” AAR has also noted that the ability of these systems to calculate proper
braking distances and forces given “train length, weight, grade of track and track curvature”
remains unresolved and could lead to accidents (Association of American Railroads, n.d.).

Pennsylvania’s Actions to Improve Rail Safety and Security

State Rail Safety Participation Program

Pennsylvania is one of 30 states given authority by FRA to implement federal rail-safety regu-
lations, which cover topics ranging from track safety, to alcohol and drug policies, to hours of
service. In Pennsylvania, the Rail Safety Division of PPUC is responsible for overseeing such
enforcement through the FRA’s State Rail Safety Participation Program (Federal Railroad
Administration, 2008). The working relationship between FRA and PPUC is governed by
an annually updated Safety, Communication, and Work Plan (Pennsylvania Public Utilities
Commission, 2007b). The State Rail Safety Participation Program includes five safety “dis-
ciplines” in which FRA trains and certifies inspectors: track, motive power and equipment,
operating practices, hazardous materials, and signals. PPUC has certified inspectors in four of
the five disciplines—DPennsylvania does not have a certified signals inspector.

PPUC inspectors conduct two types of inspections, regular and focused. The latter, gen-
erally conducted jointly with FRA, focus on locations and disciplines where FRA data indicate
an increase in accidents. For example, a focused inspection might look at dispatch or switch-
ing operations, where many accidents are caused by human error. Results are shared with
the railroad to help reduce the risk of future accidents. In 2006 and 2007, PPUC inspected
24,550 railroad cars, 469 locomotives, and 4,160 miles of track? and conducted 347 inspec-
tions of operating practices (Pennsylvania Public Utilities Commission, 2007c). Track and
operating-practices inspections are conducted jointly with railroad employees, while inspec-
tions of motive power and equipment and hazardous materials are conducted unannounced.?
In a 2007 FRA review covering the number and completeness of inspections, Pennsylvania
ranked highly in the track, equipment, and operating practices inspection disciplines (Penn-
sylvania Public Utilities Commission, 2007a).

According to an annual work plan, PPUC inspectors generally work in the middle of the
state (east of Pittsburgh to Allentown), while FRA conducts most of the inspections in and

2 Most track inspections are conducted in a vehicle called a hi-rail, which rides along the track. Whether PPUC inspectors
ride a hi-rail or walk the track, they are accompanied by railroad employees to ensure that the employees understand the
location and nature of any deficiencies noted. Note that PPUC reports 9,000 miles of track, whereas State Rail Plan figures
show 5,000 miles of track right of way; this difference is likely due to the fact that PPUC inspects all sections of track where
it is double- and triple-tracked.

3 David Harr, Manager, Rail Safety Division, PPUC, interview with Liisa Ecola, June 20, 2008.
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around Pittsburgh and Philadelphia. (FRA has a regional office in Philadelphia.) Both PPUC
and FRA conduct inspections of all types of railroads, Class I, regional, and short-line.*

PPUC also implements state railroad regulations (Pennsylvania Code, Title 52, Chapter
33). These regulations are concerned with safety reporting, grade crossings, bridge and tunnel
safety, train operation, sanitation, passenger-train service, and stations. The regulations do not
refer to security provisions, and Pennsylvania has not passed the type of legislation that exists
in California, which would require railroads to share safety and security plans with the state.

While their formal duties have not changed, PPUC employees are required to be trained
in the National Incident Management System, a DHS program for integrating federal, state,
and local response to attacks. Employees take courses online; managerial training takes three
days. This requirement is new in 2008, and at the time this report was written, PPUC manag-
ers had not yet taken the training.’ They do meet regularly with PEMA, although not specifi-
cally with the Pennsylvania OHS.¢

Commonwealth Critical Infrastructure Protection Program

The Commonwealth Critical Infrastructure Protection Program (CCIPP) seeks to protect
Pennsylvania’s critical infrastructure from terrorist attack or natural disasters. This program
is a state-level version of the national Critical Infrastructure Protection Program, which was
established in response to Homeland Security Presidential Directive (HSPD) 7 (Bush, 2003).
The program is administered by the Pennsylvania OHS and includes the collaboration of the
State Police and PEMA. Security for both rail freight and passenger rail is addressed by the
transportation working group of CCIPP.

CCIPP allocates specific tasks in infrastructure protection to specific agencies. The State
Police focus on preventing attacks through coordinating their actions with those of exter-
nal law enforcement and intelligence agencies. OHS focuses on protection of infrastructure
through identification of critical infrastructure and its overall risk of terrorist attack. PEMA is
responsible for response and recovery operations, including coordination with first responders
at all levels of government, and training. Agencies are expected to coordinate planning and
response with the private sector (Office of Homeland Security, 2007).

The protection plan under CCIPP is the state-level complement of the Federal National
Infrastructure Protection Plan (U.S. Department of Homeland Security, 2008). With respect
to rail, the transportation sector plan covers mass transit, passenger rail, and rail freight.

Class | Security Plans, Circular OT-55, and Community Training and Assistance

In response to the attacks of September 11, 2001, AAR formed the Railroad Security Task
Force. Using national intelligence community “best practices,” the Railroad Security Task
Force developed a comprehensive risk analysis and voluntary security plan that includes:

1. A nationwide database of critical railroad assets
2. Assessments of vulnerabilities of those assets and rail operations

4 Ibid.
5 Ibid.
6 Ibid.
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Analysis of the terrorism threat

Calculations of risk

Identification of countermeasures to reduce risk

Definition of alert levels

Delineation of actions to be taken at each alert level

Functions of the AAR operations center and railroad alert network.
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The AAR security plan was first issued in December 2001 and has recently been revised.”

The security plan established four alert levels to guide security preparation and described
a progressive series of actions to respond to terrorist threats to railroad personnel and assets. It
also specifies additional countermeasures that will be applied in the areas of operations, infor-
mation technology and communications, and police. The four alert levels are

* Level 1: new normal day-to-day operations

* Level 2: heightened security awareness

* Level 3: a credible threat of an attack on the United States or the railroad industry

* Level 4: a confirmed threat of an attack against the railroad industry or an actual attack
in the United States.

The AAR security plan is the basis for the security plans developed by the Class I rail-
roads in fulfillment of TSA requirements. The actual plan is considered to be extremely sensi-
tive, proprietary, and confidential, and each railroad maintains a specific customized version,
also proprietary and confidential. Security officials with whom we have spoken who have been
allowed to review the plans find them comprehensive, encompassing scenarios and breadth
beyond the physical rail and structural infrastructure to include information systems, financial
networks, and other systems that are less tangible but critical for business continuity (Blum,
2002; California Public Utilities Commission, 2008). In its implementation of its security
plan, CSX operates remote video surveillance equipment at certain yards and facilities. Both
CSX and Norfolk Southern have enhanced their background checks on employees and con-
tractors and have identified assets that are to receive greater security resources as a function of
the security alert level.? CSX and Norfolk Southern have also modified operations on infra-
structure that has been identified as requiring higher levels of security.

Railroad employees claim that actions by the Class I carriers have been insufficient. Most
notably, the Teamsters Rail Conference published a document entitled High Alert that reports
the results of a nationwide survey of several thousand railroad employees regarding security.
The survey indicates that railroad employees do not feel that effective security actions have
been taken by the railroads since 2001. The document also warns of inadequate staffing of
federal agencies responsible for oversight of rail and criticizes the use of remote-control locomo-
tives (Teamsters Rail Conference, 2005). Representatives of the Brotherhood of Locomotive

7 Tom Murta, interview with David Ortiz, July 28, 2008.

8 Tom Murta, interview with David Ortiz, July 28, 2008; Hugh Kiley, interview with David Ortiz, September 30,
2008.
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Engineers and Trainmen have expressed a clear feeling of disenfranchisement on the part of
labor with respect to security and security planning.’

AAR has also issued guidelines to its members regarding best practices in transporting
and handling hazardous materials, including TIH. These guidelines are voluntary but are
considered to be obligatory for AAR members. Updated frequently, Circular OT-55 describes
protocols for the designation of “key trains” and “key routes,” based on the volume of hazard-
ous materials transported (VanderClute, 2005). In particular, best operating practices for key
trains—trains carrying one carload of spent nuclear fuel or high-level radioactive waste, five
carloads of TTH materials, or 20 carloads or intermodal portable tankloads of other hazardous
materials—specify a maximum operating speed of 50 miles per hour and require the use of
cars equipped with roller bearings.!® Key routes are those that transport 4,000 carloads of spent
nuclear fuel, high-level radioactive waste, or TIH materials, or 10,000 carloads or intermodal
portable tankloads of other hazardous materials annually. Key routes are to have wayside defec-
tive-bearing detectors installed at intervals of not more than 40 miles and are to be inspected at
least twice annually. In addition, the circular outlines yard coupling speeds and handling and
storage minimum distances from main-line track.

Circular OT-55 describes a protocol through which local emergency responders may request
information regarding the types of hazardous materials transported through the community:
“Upon written request, AAR members will provide bona fide emergency response agencies or
planning groups with specific commodity flow information covering at a minimum the top
25 hazardous commodities transported through the community in rank order” (VanderClute,
2005). The community is expected to safeguard the information and use it only for emergency-
response planning. According to Circular O1-55, the purpose of providing such information is
to “assist [local emergency-planning committees] in developing emergency plans to cope with
hazardous materials transportation incidents; and assist community response organizations in
preparations for responding to hazardous materials incidents” (VanderClute, 2005).

The Class I carriers often provide formal training in preparing for and responding to rail
incidents. CSX Transportation’s Community Awareness Emergency Planning Guide (CAEPG)
(CSX Transportation, 2006a), most recently updated in October 2006, is designed for public
safety officials engaged in planning for railroad emergencies."! Its Emergency Response to Rail-
road Incidents (ERRI) (CSX Transportation, 2005) is a self-study guide for first responders.

The CAEPG contains an overview of the CSX network and operations, background
information on the most commonly transported hazardous materials, detailed information on
how train cars containing hazardous materials are labeled, the structure of a train consist,'?
instructions on how to identify the exact location of the incident with a CSX crossing marker,

9 Ken Kertesz, David Caniff, Gene Imler, and Linda Rhinehart, interview with David Ortiz and Michael D. Greenberg,
April 18, 2008.

10 These policies are consistent with results from the analysis of rail accidents that identify as key risk factors the speed at
which the train is traveling during a derailment and bearing failure.

11 Norfolk Southern also produces a Railroad Emergency Response Planning Guide, which it distributes to participants in
its training sessions (D. L. Schoendorfer, response to RAND Corporation questions, sent to Michael Fesen, September 25,
2008). According to Norfolk Southern, the training materials it uses are industry standard and similar to those used by
other carriers (Hugh Kiley, interview with David Ortiz, September 30, 2008).

12° A consist is the combination of locomotives and cars, but the term also sometimes refers to the documentation carried
on the train regarding quantities of hazardous materials and specific instructions in case of release.
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information on the lines of responsibility in case of an incident, and a list of factors that
make responding to incidents in tunnels and on bridges more difficult. The appendices con-
tain sample pages from a train consist, annotated to show where to find specific information (a
useful guide, as much of the key information is not self-explanatory).

The CAEPG emphasizes the importance of coordination between CSX and local emer-
gency personnel. It is not always clear how such coordination would occur and be maintained
during an emergency. For example, an organization chart (Figure 4-A in the CAEPG) shows
a unified command of federal, state, local, and CSX officials, but the accompanying text does
not explain when state or federal officials would be called to assist local responders (CSX
Transportation, 2006a). The text makes it clear that CSX works under the authority of local
officials, but they are shown as an equal partner in the command structure.

An area of potential confusion is the role of specialized contractors in righting a derailed
train and cleaning up a hazardous-materials spill. The guide states clearly that “local respond-
ers typically do not have the equipment or manpower to handle large spill clean up or railroad
rerailing operations.” It further discusses CSX “contracts and agreements with pre-qualified
and regularly audited suppliers of these services” (CSX Transportation, 2006a). It is not clear
whether such contractors maintain 24/7 availability, especially in remote areas, or what would
happen if such assistance could not be found in a timely fashion. It is also unclear whether
a responding support contractor would accept direct orders from local emergency personnel
rather than a CSX official.

Finally, the CAEPG lists and describes additional resources to assist in planning and
emergency response. They include the following:

* CHEMTREC (CHEMical TRansportation Emergency Center), a voluntary service of
the American Chemistry Council for tracking chemical shipments, offers an 800-number
hotline for reporting spills 24/7 and information on handling different types of hazard-
ous materials (for example, CHEMTREC can fax or e-mail material data-safety sheets,
which are not routinely carried on trains, immediately upon request).

* Center for Toxicology and Environmental Health is a private firm that conducts air-
quality modeling; its alliance with CSX is called TestNET.

* TRANSCAER (TRANSportation Community Awareness and Emergency Response